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Abstract 

The effectiveness and longevity of IoT infrastructures heavily depend on the limita-
tions posed by communication, multi-hop data transfers, and the inherent difficulties 
of wireless links. In dealing with these challenges, routing, and data transmission proce-
dures are critical. Among the fundamental concerns are the attainment of energy effi-
ciency and an ideal distribution of loads among sensing devices, given the restricted 
energy resources at the disposal of IoT devices. To meet these challenges, the present 
research suggests a novel hybrid energy-aware IoT routing approach that mixes 
the Particle Swarm Optimization (PSO) algorithm and fuzzy clustering. The approach 
begins with a fuzzy clustering algorithm to initially group sensor nodes by their geo-
graphical location and assign them to clusters determined by a certain probability. 
The proposed method includes a fitness function considering energy consumption 
and distance factors. This feature guides the optimization process and aims to bal-
ance energy efficiency and data transmission distance. The hierarchical topology uses 
the advanced PSO algorithm to identify the cluster head nodes. The MATLAB simula-
tor shows that our method outperforms previous approaches. Various metrics have 
demonstrated significant improvements over DEEC and LEACH. The method reduces 
energy consumption by 52% and 16%, improves throughput by 112% and 10%, 
increases packet delivery rates by 83% and 15%, and extends the network lifespan 
by 48% and 27%, respectively, compared to DEEC and LEACH approaches.

Keywords: Internet of things, Energy efficiency, Clustering, Particle swarm 
optimization, Fuzzy clustering

Introduction
The Internet of Things (IoT) is undergoing phenomenal expansion because of its ability 
to interconnect various physical devices, leading to the generation of substantial data 
volumes. This growth is projected to continue in the future [1]. The IoT encompasses 
the integration of connectedness and individual objects. It leverages widespread access 
to information and the cooperative creation of services, ultimately resulting in enhanced 
effectiveness and productivity for individuals in both professional and recreational pur-
suits [2].
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Context

IoT integration offers a variety of benefits, including increased revenue and business 
volume [3]. The installation of sensors has resulted in a significant increase in sensor 
data, whether in the context of smart cities or healthcare settings for disease surveil-
lance [4]. Moreover, sophisticated technologies such as smart switches, routers, and 
gateways carry out calculations and facilitate cognitive capacities [5]. Consequently, 
this has facilitated the advancement of IoT applications across numerous domains, 
transforming cities into smart cities and conventional healthcare into innovative 
healthcare [6]. These applications rely on connections and data produced by IoT 
devices to enhance services, provide new features, and increase efficiency [7].

Wireless sensor networks (WSNs) serve as the fundamental technology for facili-
tating the gathering and transmission of data from several sensors in a given envi-
ronment as a component of IoT applications [8, 9]. This data is used to support 
decision-making, optimize processes, and increase system efficiency [10]. Health 
monitoring and natural disaster applications are examples of WSN-enabled IoT 
applications [11]. In IoT applications based on WSNs, a wide range of sensor nodes 
monitor the surroundings. Gateways, called base stations or sinks, allow sensor nodes 
to connect to the Internet or other external networks [12]. Data captured by sen-
sor nodes is sent to a sink for analysis. Traditionally, sensor nodes are supplied with 
limited-capacity batteries. Therefore, sensor nodes in these networks must conserve 
energy to increase their lifetime [13]. Communication between sensor nodes and 
sinks can be performed via single-hop or multi-hop schemes. Since the single-hop 
method requires substantial energy to transport data over long distances, the multi-
hop method provides better performance in terms of energy consumption. Moreover, 
the transceiver consumes the most power in a sensor node [14, 15].

Problem definition

Utilizing clustering approaches has been demonstrated to be beneficial in develop-
ing sustainable routing solutions that take into account energy limits [16]. This tech-
nique classifies nodes into distinct groupings known as clusters. Appointed cluster 
heads (CHs) are in charge of managing clusters. These CHs collect participant data 
and transmit it to the sink [17, 18]. Clustering reduces the amount of transmission 
bandwidth used, promotes scalability, and resolves routing problems among sensors, 
as depicted in Fig. 1. Cluster heads (CHs) additionally filter and consolidate extrane-
ous material from the gathered information, therefore decreasing the quantity of data 
packets transmitted to the central node. A network with n nodes that lacks cluster-
ing generates m packets per round, whereas a cluster-based network generates much 
fewer packets. More packets result in longer delays and higher energy consumption 
[19]. Network energy consumption also changes when the packet count being deliv-
ered to the sink rises since all nodes have the same destination [20]. The sink is unique 
in that it gathers all packets routed to it from the network, which reduces the lon-
gevity of the network. An energy-efficient routing protocol can balance traffic among 
nodes in the network [21]. This modification prevents potential failure by spread-
ing out the data collection process equally among all nodes. This will increase the 
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longevity of the network by reducing the burden on the central node, thus enhancing 
network connectivity and reliability [22].

Motivation and contribution

As a non-deterministic polynomial-time-hard (NP-hard) problem, developing an effec-
tive routing scheme for IoT networks integrated with WSNs is challenging. Researchers 
have recently tackled this issue by offering evolutionary and metaheuristic algorithms as 
potential solutions. The present study introduces a new method for selecting CH nodes 
termed ECPF. This method combines Particle Swarm Optimization (PSO) with fuzzy 
clustering. Before network functioning, the nodes are partitioned into several clusters 
of fuzzy subsets. This allows for concurrent operations between the subclusters, hence 
decreasing the computing workload and time inside each subgroup. We employ PSO 
and fuzzy clustering techniques to enhance the effectiveness of network routing. PSO 
and fuzzy clustering are selected for their distinct characteristics in tackling challenges 
related to the IoT. In the case of traditional clustering approaches, nodes are arranged 
into rigid clusters unsuitable for establishing accurate clustering, especially in scenarios 
involving dynamic and heterogeneous IoT networks. Rather than being strictly clus-
tered, nodes are clustered with fuzzy clustering based on their membership to clusters, 
which varies from 0 to 1. The fuzzy clustering approach is more appropriate for the IoT 
environment where the nodes’ competition and cooperation are constantly changing 
due to dynamic mechanisms, and node density and energy levels fluctuate.

The fuzzy clustering method is based on the energy of nodes and helps in a more bal-
anced distribution of energy consumption of the network, which can extend the lon-
gevity of the network. One of the advantages of fuzzy clustering is its ability to handle 
internal uncertainties and varying distributions of nodes and their energy levels. PSO 
is suitable for optimizing solution evaluation in multi-dimensional and complex spaces. 
When integrated into the protocol, PSO can optimize the selection of the CH nodes 

Fig. 1 Clustering in a multi-hop WSN
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dynamically by evaluating the current network status, which can ensure more efficient 
data transmission and energy usage. IoT devices often have limited energy, processing 
power, and bandwidth, requiring efficient and lightweight algorithms. The ability to scale 
as the number of devices increases is critical for IoT applications. Fuzzy clustering and 
PSO provide scalable solutions that can manage large, distributed networks without sig-
nificant computational effort. This study contributes to the following areas:

• Explanation of the two common routing approaches, path-based transmission, and 
cluster-based transmission, highlighting their respective advantages in different net-
work scenarios;

• Recognition of the challenges posed by the development of efficient routing proto-
cols and the adoption of evolutionary and metaheuristic algorithms to address these 
challenges;

• Introduction of a novel CH selection method, called ECPF, which combines the PSO 
algorithm with fuzzy clustering to initialize CH nodes;

• Description of the advantages of ECPF, such as parallel operations among subclus-
ters, reduced computation size and time, and improved efficiency of the routing pro-
tocol.

The rest of the paper is arranged as follows. Section 2 outlines IoT routing challenges 
and reviews related works. Section 3 presents the proposed routing protocol. Section 4 
reports and discusses simulations and experiments. The paper concludes with a sum-
mary and possible research avenues in Sect. 5.

Backgrounds
This section discusses the routing issues in IoT networks and recent studies conducted 
to address these challenges. Table 1 provides a concise overview of recent efforts.

IoT routing challenges

Routing in IoT networks encounters a number of distinct challenges due to the extensive 
size, diversity, limited resources, constantly changing topology, and varying demands of 
the applications. IoT networks may contain thousands of devices that need efficient com-
munication. Conventional routing strategies cannot handle such vast networks because 
of their computational complexity and overhead [23]. Scalable routing algorithms are 
essential for managing the growing number of IoT devices and maintaining efficient data 
delivery. IoT devices possess diverse functionalities, employ multiple communication 
technologies, function within certain power constraints, and establish connections to 
networks through different methods. Routing algorithms must possess adaptability to 
effectively handle a variety of devices and make optimal routing decisions, considering 
the varied capabilities of devices and network conditions. Adaptive routing protocols, 
cross-layer optimization, and context-aware routing can be utilized to address the prob-
lem of heterogeneity effectively.

Routing in IoT systems is a major challenge due to limited resources. On the whole, 
these devices lack adequate processing power, memory, energy, and bandwidth. In order 
to run resource-constrained devices effectively so that the network lifespan can be 
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extended, routing algorithms should reduce resource consumption, especially minimize 
energy consumption [24]. Energy-efficient routing, sleep scheduling, and data aggrega-
tion are highly and frequently used methodologies to resolve resource limitations. Fur-
thermore, IoT networks are difficult to manage due to their dynamic nature, as the IoT 
devices are often moving and changing their network topologies. In particular, for IoT 
systems with mobility, changes occur in the network topology through environmental 
factors or node failure, leading to changes in the long lives of the links or paths. This 

Table 1 IoT routing methods

Paper Methodology Achievements Limitations

[27] Cluster-based routing • Reduced energy consumption 
through the combination of 
fuzzy logic and the Capuchin 
search algorithm.
• Outperformed other methods 
in terms of energy consumption, 
delay, and network lifetime.

Limited discussion on scalability 
and performance under different 
network conditions.

[28] Hybrid CSO and GWO algorithm • Optimal CH selection to mini-
mize delay and stabilize energy 
consumption.
• Compared favorably to existing 
algorithms.

Lack of discussion on the impact 
of algorithm parameters on 
performance.

[29] Workload-balancing clustering 
method

• The balanced traffic load on 
CHs in IoT-supported WSNs.
• Outperformed other algorithms 
in terms of workload distribution 
and network performance.

Limited discussion on the scal-
ability and effectiveness of the 
algorithm for large-scale networks.

[30] Improved sunflower optimiza-
tion algorithm

• Optimal CH selection using the 
Improved Sunflower Optimiza-
tion algorithm.
• Achieved lower energy 
consumption, longer network 
lifetime, and preserved a higher 
number of active nodes.

Limited comparison with state-of-
the-art algorithms.

[31] Ncaledonian crow learning 
algorithm

• Improved cluster formation and 
CH selection using the Ncaledo-
nian Crow Learning Algorithm.
• Extended network lifespan and 
enhanced data packet delivery.

Limited discussion on the scal-
ability and performance of the 
algorithm for large-scale networks.

[32] Hybrid adaptive neuro-fuzzy 
inference System

• Enhanced QoS through energy-
efficient inter-cluster routing and 
fault management.
• Achieved lower energy con-
sumption and improved fault 
diagnosis in IoT-enabled WSNs.

Limited discussion on the scal-
ability and performance of the 
proposed system in large-scale 
networks.

[33] Sandpiper optimization algo-
rithm

• Optimized CH selection using 
the Sandpiper Optimization 
Algorithm.
• Extended network lifespan and 
increased throughput.

Limited evaluation of the 
algorithm’s performance under 
different network conditions and 
scalability.

[34] Hybrid genetic algorithm with 
greedy strategy-based mutation

• Optimization of heterogeneous 
WSNs in an IoT-enabled distrib-
uted architecture.
• Improved network longevity, 
energy efficiency, and perfor-
mance.

Lack of discussion on the scal-
ability and performance of the 
proposed algorithm in large-scale 
networks.

[35] Enhances clustering with MTLO 
technique, selects CHs using 
NR-PO method, and determines 
routing paths with DKNN

• Improved energy efficiency
• Enhanced QoS metrics
• Optimized routing efficiency

Potential computational overhead
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kind of happens in a dynamic fashion and these frequent changes would degrade the 
network’s stability [25]. It is very important that the routing algorithms should be robust 
in such dynamic environments and should be able to adapt quickly to the network to 
provide a constant connection for delivering data. There are several techniques used 
such as reactive routing, distributed coordination, and efficient route discovery mecha-
nisms. In addition, IoT applications have diverse demands, and some applications may 
have different levels of data freshness, reliability, delay constraints, and the need for 
security. As such, routing algorithms should be able to handle these application-specific 
demands and optimize routing decisions accordingly. Moreover, QoS-aware routing, 
priority-based routing, and secure routing mechanisms are used to satisfy different IoT 
applications [26].

Related work

Mohseni, et  al. [27] introduced CEDAR, a cluster-based routing protocol that com-
bines fuzzy logic and the Capuchin search algorithm. This strategy effectively reduces 
energy consumption by clustering nodes in the network. Each CH serves as a router for 
its member nodes, and the proposed hybrid algorithm provides flexibility in responding 
to network circumstances, ensuring efficient packet routing. The experimental results 
demonstrate that CEDAR outperforms other comparable approaches concerning energy 
consumption, latency, and network longevity. Subramanian, et al. [28] combined Crow 
Search Optimization (CSO) and Grey Wolf Optimization (GWO) algorithms for opti-
mal CH selection. The algorithm primarily focuses on minimizing delay, reducing node 
distance, and stabilizing energy consumption. CSO works with the GWO algorithm 
to achieve a harmonious equilibrium between exploration and exploitation processes 
while mitigating premature convergence. The proposed algorithm is tested in simula-
tion experiments, and its performance is compared to existing CH selection algorithms, 
including ABC, GWO, and Firefly Optimization (FFO) algorithms. The results indicate 
that the suggested method successfully reduces energy use, enhances the network’s 
lifespan, and creates a balanced distribution of operational and non-operational sensor 
nodes.

Yarinezhad and Sabaei [29] have proposed a novel clustering method to balance traf-
fic loads in IoT-based WSNs. This clustering approach employs a 1.2-approximated 
algorithm to efficiently allocate the workload among the CHs. An energy-efficient 
routing protocol is also presented to transmit data from each CH to the respective 
destinations. This method strategically segments the area to distribute the communi-
cation load in areas closer to the destination. Statistical simulations demonstrate that 
the proposed clustering algorithm outperforms similar ones, making it suitable for 
large-scale networks and improving overall efficiency and performance. Raslan, et al. 
[30] have introduced an innovative algorithm called the Improved Sunflower Optimi-
zation Algorithm (ISFO) for selecting the optimal CHs. The SFO algorithm combined 
with Lévy flights prevents the algorithm from becoming trapped in local minima by 
achieving a balance between diversification and intensification. The ISFO algorithm 
is compared to other Swarm Intelligence (SI) algorithms, and the results substanti-
ate its superior performance. The ISFO algorithm achieves reduced energy consump-
tion in comparison to the other algorithms, leading to an extended network lifetime. 
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Additionally, the ISFO algorithm sustains a higher number of active nodes, thereby 
reinforcing its supremacy concerning energy efficiency and network longevity.

Sankar, et al. [31] introduced a new algorithm called the Ncaledonian Crow Learn-
ing Algorithm (NCCLA) for identifying optimal CHs in the cluster formation process. 
The algorithm utilizes Euclidean distance to create clusters within the network and 
then applies the NCCLA algorithm to determine the most optimal CH for each clus-
ter. The proposed algorithm was implemented and simulated using MATLAB R2019a. 
The simulation outcomes indicated that NCCLA performed superior to the other 
algorithms concerning network longevity and packet delivery efficiency. Vazhuthi, 
et al. [32] proposed a novel method to optimize the Quality of Service (QoS) in IoT-
enabled WSNs by introducing fault management and energy-efficient inter-cluster 
routing schemes. The system employs a hybrid Adaptive Neuro-Fuzzy Inference Sys-
tem (ANFIS) to identify the most efficient route between clusters and the sink node. 
Additionally, a tuned supervision-based fault detection approach is employed to 
detect and diagnose various types of faults in the network. As per the findings, the 
suggested approach leads to notably lower energy consumption compared to other 
inter-cluster routing algorithms, highlighting its effectiveness in improving energy 
efficiency in IoT-enabled WSNs.

Sankar, et  al. [33] proposed a novel optimization algorithm called the Sandpiper 
Optimization Algorithm (SOA) for selecting CHs. The SOA algorithm is utilized to 
optimize the selection of CHs among the network nodes. Additionally, the cluster 
formation process is performed using the Euclidean distance metric. To assess the 
efficiency of SOA, its performance is evaluated against other algorithms, including 
GWO, PSO, and ABC. The results indicate that SOA prolongs the network lifetime 
and boosts throughput compared to different algorithms.

Singh, et  al. [34] combined the genetic algorithm with a greedy strategy-based 
mutation operation to optimize routing in heterogeneous WSNs. The protocol opti-
mizes network performance and prolongs its functional duration in technologically 
advanced cities. The suggested algorithm incorporates a weighted fitness function 
that takes into account three key parameters: distance, energy, and node density. 
Moreover, a three-tier approach is adopted to enhance the network’s longevity, and 
an energy-efficient deployment approach is employed to distribute the sensor nodes 
effectively. Comparative analysis reveals that the proposed algorithm outperforms 
other optimization approaches such as optimized GA with multiple sinks (OptiGAS-
StMS), GA-based optimized clustering (GAOC), multiple sinks (MS) based GAOC, 
and optimized GA with single sink (OptiGAS-StSS). The proposed protocol promotes 
an energy-conserving pattern for intelligent cities, boosting IoT-enabled WSNs’ per-
formance and longevity.

Srinivasulu, et  al. [35] developed the QoS-aware Energy Efficient Multipath Rout-
ing (QEMR) protocol, which utilizes a hybrid optimization method. The methodology 
starts by enhancing clustering through a modified Teaching-Learning-Based Optimi-
zation (MTLO) technique, then proceeds to choose cluster heads using the Nonlin-
ear Regression-based Pigeon Optimization (NR-PO) approach. The Deep Kronecker 
Neural Network (DKNN) is utilized to ascertain the most efficient routing paths. The 
efficacy of the proposed QEMR protocol is assessed using the NS-3 simulation tool, 
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taking into account variables like as node density, node velocity, and network conges-
tion. The performance of the QEMR system is evaluated by comparing the simulation 
results with those of existing techniques.

Methods
This section introduces ECPF, a routing protocol based on the PSO algorithm, and fuzzy 
clustering to enhance the performance of the IoT network. ECPF demonstrates superior 
efficiency in throughput, packet delivery rate, energy usage, and network longevity. The 
subsections delve into the intricacies of ECPF: defining the problem, elucidating the net-
work model, detailing the optimization models employed for evaluation, and providing a 
comprehensive overview of the proposed routing protocol. Fuzzy clustering is applied to 
cluster the sensor nodes initially based on their geographical location and energy level. 
At the same time, such a method enables the boundaries to be flexible because each 
node is given a membership degree for multiple clusters. The fuzzy clustering algorithm 
computes the probability value for each node, indicating the probability of becoming a 
CH. The fuzzy clustering algorithm generated membership value determines the CH 
selection. The membership value reveals the likelihood of being a CH which means a 
higher value for the members whose chances to be selected as a CH increases. The prob-
ability activity ensures that the nodes in better circumstances (e.g., in more favorable 
locations and having higher energy levels) are more likely to be selected as CHs.

Problem statement

Clustering is essential for controlling the topology of IoT-based networks, particularly in 
activating specific nodes such as CHs. These CH nodes comprise the backbone network, 
allowing other member nodes to enter hibernate mode to conserve energy. By periodi-
cally selecting CH nodes, energy consumption in the network can be balanced, thereby 
prolonging the network’s lifespan. Each instance of selecting CH nodes and reconstruct-
ing the network is referred to as a round. In the considered scenario, sensor nodes are 
heterogeneous, limited in energy resources, distributed randomly, and stationary. All 
nodes have the same initial energy levels. In this system, the primary objective is to cap-
ture sensed data and transmit it to the BS for data processing while conserving node 
energy and maximizing their lifetimes. The direct transmission of sensor data to the BS 
is not efficient since nodes placed farther away from the BS experience faster energy 
drainage compared to nodes in close proximity. To address this issue, multi-hop com-
munication with data aggregation is an effective solution. By aggregating correlated 
data through multiple hops, the problem can be resolved. A system is established within 
the proposed routing protocol where all nodes are systematically arranged into distinct 
clusters. The clustering process involves organizing related items into logical sets, serv-
ing several essential purposes such as streamlining communication, conserving energy, 
enhancing scalability, and achieving load balancing.

Network model

The study focuses on a wireless network-based IoT system with an infinitely supplied 
BS connected to the network. The network model, illustrated in Fig.  2, consists of 
randomly distributed n nodes in an M × M network area. While all nodes and the BS 
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are stationary, their transmission power can be changed based on distance. Sensor 
nodes collect data in each round and send it to the BS. The sensor nodes are assem-
bled into clusters to streamline data transmission and reduce network traffic. Each 
cluster is led by a CH, which is responsible for collecting data from the sensor nodes 
within the cluster and forwarding it to the BS for processing and decision-making. 
The CH nodes perform data aggregation to minimize network traffic.

A key innovation of the proposed network model lies in its routing protocol, which 
pursues several objectives, including increased packet delivery rate, minimization 
of energy consumption, and extension of network lifetime. By minimizing the num-
ber of messages exchanged between nodes and optimizing data aggregation at CHs, 
the protocol effectively enhances the packet delivery ratio and saves energy, thereby 
extending the operational life of the network. Furthermore, the proposed protocol 
eliminates data duplication and compresses the entire data set into a single package, 
further improving network efficiency and resource utilization. This approach repre-
sents a significant departure from traditional routing protocols, which often ignore 
the importance of data aggregation and energy-efficient communication strategies.

Energy consumption model

The energy consumption model used in this study is based on the Euclidean distance 
between network components. Data transmission between sensor nodes is only pos-
sible if their Euclidean distance is within a certain range (ri). To ensure a success-
ful transmission, simultaneous data transmission from nodes within the interference 
range of the receiving node j is prevented. The choice of the energy consumption 
model depends on the Euclidean distance between the nodes. The free space model 
is applied if the distance between the nodes is less than a predefined threshold value 
(D0). On the other hand, if the distance exceeds this threshold, the multipath fading 
channel model is used. By considering these models, the energy consumption model 

Fig. 2 Network model
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determines the energy required for transmitting a certain number of bits (l) over 
the network. The energy consumption for data transmission (Etr) can be defined as 
follows:

In Eq.  1, various factors contributing to energy consumption during data transmis-
sion are taken into account. Eelec represents the energy consumed by the electronic cir-
cuitry of the sensor node, including signal processing, modulation, and other electronic 
operations. εfs denotes the energy inefficiency due to the amplifier in a free space chan-
nel, where the energy consumption increases with the distance between the nodes. εemp 
represents the energy inefficiency in a multipath fading channel, where reflections and 
interference lead to additional energy consumption. The energy consumption for receiv-
ing l-bit data (Ere) is also considered and is defined as:

Fuzzy clustering

We use a method of initialization based on a fuzzy clustering model to create clusters in 
the network. This approach takes into account the proximity of nodes since clustering is 
more common when nodes are near together because transmission requires less power. 
The fuzzy clustering approach is used to partition the sensor nodes into a number of 
fuzzy initial subgroups prior to the communication process. All nodes in the network 
have a given probability of belonging to these initial subgroups. Each node is randomly 
assigned to a subset at the beginning of each round. Each subset then performs concur-
rent operations to choose CHs and communicate with the BS. The size and time needed 
for computation are decreased by this parallel procedure. Unlike traditional determinis-
tic clustering, which divides the basic set into disjoint subsets containing related items, 
our suggested technique considers the intricacy of actual clusters in real-world contexts. 
Real clusters often exhibit vague boundaries, and the membership of objects in these 
clusters is somewhat uncertain. Therefore, the concept of fuzzy clusters has been intro-
duced. In our approach, a fuzzy clustering model is utilized for initialization, considering 
the fuzzy nature of the clusters.

Fuzzy clustering is a technique used to partition a set of n objects, denoted as F = 
f1, f2, ..., fn, into m fuzzy clusters, represented by h1, h2, ..., hm. The clustering process 
is described by an n×m matrix, denoted as R = [ωij](1 ≤ i ≤ n, 1 ≤ j ≤ m) , ωij where 
stands for the degree to which the ith item belongs to the jth cluster. To ensure the valid-
ity of the fuzzy clustering matrix R, the following conditions must be satisfied:

• For each object fi and cluster hj, the value of ωij must be within the range of 
0 ≤ ωij ≤ 1 , indicating the degree of membership or belongingness of the object to 
the cluster.

• For each object fi, the sum of ωij over all clusters j, denoted as m
j=1ωij , should be 

equal to 1. This condition ensures that each object fully belongs to the clusters and 
accounts for the complete membership degree.

(1)Etr(l,D0) =

{

lEelec + lεfsDij
2Dij < D0

lEelec + lεempDij
4otherwise

(2)Ere(l) = lEelec
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• For each cluster hj, the sum of ωij over all objects i, denoted as 
∑n

j=1ωij , should be 
greater than 0 and less than n. This condition ensures that each cluster contains at 
least one object and that no object fully belongs to all clusters.

• The center of cluster hj (1 ≤ j ≤ m) is denoted as hj.
• The distance between object fi and cluster center hj is represented by dist(fi, hj), 

which reflects the degree of belongingness of object fi to cluster hj. A smaller dis-
tance between object xi and cluster center hj indicates a higher likelihood of object xi 
belonging to cluster hj. The degree of belongingness is quantified by using the expres-
sion 1

dist(fi ,hj)
2 , which is then normalized to obtain the value of ωij . This normalization 

ensures that the conditions of the matrix R = [ωij] are satisfied, as depicted in Eq. 3.

Using fuzzy clustering, items can simultaneously belong to many groups. In this 
method, the expectation maximization technique is used to compute fuzzy cluster-
ing and produce m different groups. Algorithm  1 provides a thorough initialization 
approach based on fuzzy clustering.

Algorithm 1 Cluster initialization using the fuzzy clustering algorithm

In fuzzy clustering, it is important to determine the optimal number of clusters as it 
impacts the level of detail in the clustering and the balance between compressibility and 
accuracy. The sum of squared error (SSE) is a commonly used metric to assess the qual-
ity of clustering. The SSE for each cluster is calculated using Eq. 4, where p(p ≥ 0) is a 
factor that assigns priority weights to the degree of belongingness ωij . The total SSE for 
fuzzy clustering with k clusters can be used to indicate data fit, as defined in Eq. 5.

(3)ωij =

1

dist(fi ,hj)
2

∑m
l=1

1

dist(fi ,hj)
2

(4)SSE
(

hj
)

=

∑n

j=1
ω
p
ijdist(fi, hj)

2
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Objective function

In this paper, the focus is on topology control in order to minimize total energy con-
sumption, which is primarily attributed to communication between nodes. Previous 
research has highlighted the impact of node distance on energy consumption. In this 
paper, the total network energy consumption during a round of data cycle is represented 
by Eq. 6.

where m refers to the number of CHs, Ei
CH denotes the energy consumption of ith CH 

during a round, and Eij
mem is the energy consumption for a member node in ith cluster 

during a round. The maximum distance from CHs to the BS is denoted as dist1 and is 
calculated as the maximum value among the distances between each CH and the BS. 
Mathematically, it is represented by Eq. 7.

The maximum average distance from a member node to its CH node is denoted as 
dist2. This value represents the maximum average distance among all the clusters in the 
network. Mathematically, it is calculated using Eq. 8.

where CMij represents the jth member node in ith cluster, d(CMij ,CHi) represents the 
distance between the member node and its corresponding CH. In order to consider the 
three factors (maximum average distance, maximum distance from CH nodes to the 
BS, and total energy consumption) in an integrated manner, a normalization function is 
applied to transform the data into a comparable level. The normalization function used 
in this paper is defined in Eq. 9.

To synthesize the indicators, the objective function is defined as Eq. 10.

Where Esum,  dist1, and  dist2 represent the normalized values of the total energy con-
sumption, maximum average distance, and maximum distance from CHs to the BS, 
respectively. α, β, and γ are positive factors that determine the priority weighting of the 
three indicators, with α + β + γ = 1.

(5)SSE(m) =
∑n

i=1

∑m

j=1
ω
p
ijdist(fi, hj)

2

(6)Esum =
∑m

i=1
(Ei

CH +
∑Ni

j=1
E
ij
mem)

(7)dist1 =
max

i = 1,2, . . . ,m

{

d(CHi,BS)
}

(8)dist2 =
max

i = 1,2, . . . ,m
{

∑Ni
j=1d(CMij ,CHi)

Ni
}

(9)y =
2

π
tanh(x)

(10)f = α.dist1 + β .dist2 + γ .Esum
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PSO algorithm for CH selection

The objective of topology control is to select a set of m CHs from a pool of candidates 
in order to minimize the objective function, which can be formulated as an optimiza-
tion problem. Traditional algorithms have limitations when dealing with the increasing 
scale and complexity of IoT systems. On the other hand, PSO is an exceptionally efficient 
approach for resolving certain types of optimization issues. The PSO algorithm is a very 
efficient computer method that is inspired by studies on artificial life, specifically the col-
lective behavior observed in bird flocks and fish schools. It integrates the principles of 
evolutionary algorithms and population-based algorithms.

In the PSO algorithm, a swarm comprises a specific number of particles, each repre-
senting a potential solution for the problem at hand. These particles navigate through the 
search space, adjusting their velocities based on their own experiences and the collective 
knowledge of the entire population. PSO does not rely on weights or volumes for parti-
cles, making it a simple yet powerful algorithm. Particles explore the search space and 
converge toward optimal solutions by dynamically adjusting their velocities. Combining 
individual and collective learning enables PSO to efficiently search for optimal solutions 
in complex optimization problems, including selecting CH nodes in topology control for 
IoT systems. The PSO parameters in this study were carefully selected to ensure effective 
convergence and optimization performance. PSO parameters were as follows:

• Number of particles (S): the number of particles in the swarm is set to a value of S. 
This parameter determines the population size and affects the exploration-exploita-
tion trade-off. A larger S may lead to better exploration but increased computational 
complexity.

• Maximum iterations (T): the maximum number of iterations T controls the termina-
tion criterion for the PSO algorithm. It was set to ensure sufficient convergence in 
our experiments while avoiding unnecessary computational overhead.

• Inertia weight (ω): the inertia weight ω was employed to control the retention rate 
of the particle’s velocity. A suitable ω value was chosen to balance exploration and 
exploitation throughout the optimization process.

• Cognitive coefficient (c1) and social coefficient (c2): these coefficients contribute to 
the knowledge factor and social factor, respectively. Appropriate values are set for c1 
and c2 to influence particle behavior in terms of individual and collective learning.

• Velocity constraints: to prevent particles from moving too fast, velocity constraints 
are imposed, limiting the maximum velocity (vmax) of each dimension in the parti-
cle’s vector.

• Random numbers: random numbers r1 and r2, generated between 0 and 1, were used 
to maintain population diversity and influence particle updates.

The PSO algorithm consists of placing an n-particle swarm in a D-dimensional 
space. Each particle i has a position vector Xi = (xi1, xi2, . . . , xid) and a velocity vector 
Vi = (vi1, vi2, . . . , vid) . Additionally, each particle keeps track of the best position it has 
ever found, denoted Pi = (pi1, pi2, . . . , pid) . The best position experienced by the entire 
swarm is recorded as Pg = (pg1, pg2, . . . , pgd) . The quality of a particle’s position is eval-
uated using a fitness function. The concept of inertia weight is incorporated into PSO 
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with inertia weight. The velocity and position updates for each particle are calculated 
using Eqs. 11 and 12.

In these equations, i ranges from 1 to m, d ranges from 1 to D, where D represents the 
number of dimensions in the search space. The inertia weight ω controls the retention 
rate for the particle’s velocity. The iteration time is denoted as t. The random numbers 
r1 and r2 are generated between 0 and 1 to maintain population diversity. The accelera-
tion coefficients c1 and c2 represent the contribution of the knowledge and social factors, 
respectively. In this study, the PSO algorithm with inertia weight is utilized for the selec-
tion of CH nodes. To solve the clustering problem using PSO, the number of CHs Tj is 
determined for each initial cluster. Initially, S particles are initialized, where each particle 
is represented as a 2× Tj dimensional vector Xi = (Xi11 ,Xi12 ,Xi21 ,Xi22 , . . . ,XiTj1

,XiTj2
) , 

where Xik1 and Xik2 represent the coordinates of kth CH. The velocity of each dimension 
in the particle’s vector is constrained by the maximum velocity vmax. The proposed pro-
cess is presented as Algorithm 2, which combines fuzzy clustering and PSO, to achieve 
the selection of CH nodes.

Algorithm 2 The pseudocode of CH selection

The proposed method employs a combination of fuzzy clustering and the PSO algo-
rithm for the efficient selection of CHs in IoT networks. Initially, the optimal number of 
clusters is determined using the elbow method, and fuzzy clustering is applied to assign 
nodes to clusters based on proximity. Subsequently, particles are initialized for each 
cluster to explore the search space and determine potential CH locations. Through itera-
tive optimization, particles adjust their positions and velocities based on local and global 
best solutions, converging towards optimal CH selections. The PSO algorithm dynami-
cally adjusts particle behavior, balancing exploration and exploitation to efficiently 
search for optimal solutions. By integrating fuzzy clustering and PSO, the proposed 
method optimizes CH selection, enhancing network performance and energy efficiency 
in IoT deployments.

(11)vid(t + 1) = ω.vid(t)+ c1.r1.(pid − xid)+ c2.r2.(pgd − xid)

(12)xid(t + 1) = xid(t)+ vid(t + 1)
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Results and discussion
This section covers the experimental setup and performance evaluation of ECPF. The 
performance is analyzed using various metrics to assess the effectiveness of ECPF. The 
following performance measures are considered:

• Throughput: Throughput indicates the volume of data successfully transferred in a 
given period of time. The data transfer rate in Mbps can be calculated using Eq. 13. 
Higher throughput values indicate better network performance regarding data trans-
fer capacity.

• Total packets sent: This metric measures the number of packets successfully trans-
mitted in the network. It reflects the overall data delivery capability of the system. 
The calculation is determined by Eq. 14, which defines the ratio between the success-
fully transmitted packets to the BS and the total number of packets transmitted.

• Average energy consumption: this metric calculates the mean energy consumption of 
nodes within the network. Lower average energy consumption signifies better energy 
efficiency and a longer network lifetime. This parameter is calculated by Eq. 1.

• Alive nodes: this metric measures the number of active and operational nodes 
throughout the network lifespan. A higher number of alive nodes shows better net-
work stability and resilience. This estimation is calculated using Eq. 15, where CMij 
represents the total matrix coverage, Li denotes the life of the sink node, and Nm rep-
resents the total number of nodes in the network.

MATLAB simulator was utilized to implement and validate ECPF. The simulation 
region was configured with a distribution area measuring 500 × 500. The initial energy 
of nodes is equally distributed throughout the range of 0.3  J to 1  J. Each data packet 
transmitted in the simulation had a length of 4000 bits. Also, the energy model employed 
in the analysis utilized a threshold value of 200, and the energy cost for data aggregation 
was set at 5nJ/bit. The simulation included 300 nodes randomly distributed within the 
specified area. To model the energy consumption of the nodes during data transmission, 
the first-order radio model was utilized, with parameters set as follows: Eelec =  50nJ/
bit, Efs = 10pJ/bit/m2, and Emp = 0.001310pJ/bit/m4. These parameters determined the 
energy consumption of the nodes during data transmission. To assess the performance 

(13)T =
Number of packets sent× packet size

Time taken

(14)P =
Total number of packets received

Total number of packets sent
× 100%

(15)N = Minij(

∑

i=1CMij × Li

Nm
)
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of the proposed method, a comparison was made with traditional approaches, such as 
LEACH (Low-Energy Adaptive Clustering Hierarchy) and DEEC (Distributed Energy-
Efficient Clustering). These approaches are well-known in WSNs and are widely used 
to improve energy efficiency. Table 2 presents the average improvement percentage of 
ECPF over DEEC and LEACH.

Throughput assessment

Figures 3 and 4 compare ECPF, LEACH, and DEEC in terms of throughput under dif-
ferent conditions. The BS is positioned at the center of the field in the first scenario. 
This means that the BS is positioned relatively close to all the sensor nodes in the net-
work. The second scenario involves distantly setting the BS at a distance. This means 
that the distance between the BS and the sensor nodes is significantly greater compared 
to the first scenario. The evaluation reveals that the proposed method achieves higher 
throughput than LEACH and DEEC. The superior throughput of the proposed method 
can be attributed to several factors. Firstly, LEACH and DEEC suffer from faster energy 

Table 2 Average improvement percentage of ECPF over DEEC and LEACH

Parameter Improvement vs. DEEC Improvement 
vs. LEACH

Throughput 112% 10%

Packet delivery rate 83% 15%

Energy consumption 52% 16%

Network lifetime 48% 27%

Fig. 3 Throughput comparison for the first and second scenarios
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depletion in their sensor nodes compared to the proposed method. This higher energy 
consumption in LEACH and DEEC is primarily a result of their inappropriate selection 
of CHs.

In contrast, the proposed method adopts an energy-efficient CH selection process, 
ensuring that CHs with sufficient energy levels are chosen. This selection process helps 
to conserve energy and prolong the network’s lifetime. The proposed method uses the 
PSO algorithm to incorporate optimal route generation. This ensures that data pack-
ets are transmitted along the most efficient paths toward the BS. The proposed method 
minimizes energy consumption and maximizes data transmission by selecting optimal 
routes. Higher throughput is achieved in the proposed method because of the combi-
nation of optimal route selection and energy-efficient clustering, resulting in the trans-
mission of more data bits than existing algorithms. The effective transmission of data 
packets to the BS contributes to the superiority of the proposed method in terms of 
throughput.

Packet delivery rate assessment

Two separate scenarios with varying node counts were considered when evaluat-
ing the total packets sent to the BS. The performance of three algorithms, namely 
ECPF, DEEC, and LEACH, was compared, and the results are depicted in Figs. 5 and 
6. In both scenarios, the proposed method demonstrated superior performance over 
LEACH and DEEC concerning the number of received packets at the BS. This achieve-
ment can be attributed to the efficient fitness functions utilized in ECPF. The fitness 
functions employed in the ECPF are specifically designed to conserve node energy, 
ultimately optimizing node survival rates. This, in turn, results in more data packets 
being delivered to the BS. Additionally, the fitness function selectively chooses nodes 

Fig. 4 Throughput vs. number of nodes
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with sufficient energy to transmit data packets to the BS. By doing so, ECPF ensures 
that packet drops are minimized during transmission, resulting in more data packets 
reaching the BS.

Fig. 5 Packet delivery ratio comparison for the first and second scenarios

Fig. 6 Packet delivery ratio vs. number of nodes
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Energy consumption assessment

Figures  7, 8, 9  and 10 compare the energy consumption of the suggested technique 
to that of DEEC and LEACH. Figures  7 and 8 illustrate the mean energy use when 

Fig. 7 Energy consumption comparison for the first scenario

Fig. 8 Energy consumption comparison for the second scenario
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the BS is positioned at the coordinates (100, 100) and at a distance from the sens-
ing region (100, 250), respectively. Figures  9 and 10 show the mean energy use for 
networks consisting of 100 and 150 nodes, respectively. Based on the data presented, 
it can be inferred that the suggested technique outperforms the DEEC and LEACH 

Fig. 9 Energy consumption comparison for 100 nodes

Fig. 10 Energy consumption comparison for 150 nodes
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algorithms in terms of energy efficiency. The higher energy consumption of LEACH 
is attributed to the use of single-hop data transfer and the random selection of cluster 
heads. Conversely, DEEC spends a greater amount of energy since it does not take 
into account the distance while selecting CH. The enhanced energy efficiency of the 
suggested technique may be ascribed to two essential elements. Initially, a meticulous 
procedure is conducted to pick the most suitable CH from the group of nodes, guar-
anteeing a balanced energy distribution among the CHs. This mitigates the irregu-
lar energy usage found in LEACH as a result of random CH selection. Furthermore, 
the suggested technique aims to provide an ideal route from the CHs to the BS, with 
the objective of decreasing the transmission distance. By decreasing the transmission 
distance, the energy consumption of nodes is efficiently decreased since energy con-
sumption is in direct relation to the distance between nodes.

Network lifetime assessment

The efficacy of the suggested approach is assessed by measuring the number of active 
nodes across various situations and varying node quantities. A comparative analysis is 
conducted against established algorithms like LEACH and DEEC. Figure  11 demon-
strates that the suggested strategy outperforms LEACH and DEEC as measured by the 
number of active nodes in the first scenario. In the second case, shown in Fig. 12, the 
proposed technique demonstrates enhanced performance in active nodes compared to 
LEACH and DEEC. This suggests that the suggested technique may increase the longev-
ity of the nodes over a larger number of rounds as a result of its efficient cluster manage-
ment and optimum routing methods in the WSN. The cluster maintenance step in the 
suggested technique guarantees the absence of non-functioning nodes in the network 
for a substantial number of rounds. The selection of CHs is determined by identifying 

Fig. 11 Network lifetime comparison for the first scenario
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nodes within the group of sensor nodes that possess greater residual energy. This selec-
tion criterion ensures the sustainability of a larger number of active nodes over an 
extended period of time. The suggested technique endures 8561 rounds in the first situa-
tion, while LEACH and DEEC endure 1395 and 1396 rounds, respectively.

The suggested technique surpasses LEACH and DEEC in terms of the number of 
active nodes in both scenarios. The constraints of LEACH, such as single-hop data 
transfer resulting in increased energy usage and reduced number of active nodes, may 
be identified as the cause. Within the DEEC algorithm, the process of selecting clus-
ter heads based only on residual energy levels may not guarantee equitable energy use 
across nodes, leading to a reduced number of active nodes. The examination of active 
nodes reveals that the suggested approach attains enhanced efficiency in comparison to 
LEACH and DEEC. The equitable distribution of energy consumption among the sensor 
nodes in the suggested approach plays a crucial part in reaching more active nodes. Effi-
cient energy consumption and the survival of a greater number of nodes are facilitated 
by determining the shortest route between source nodes and the BS.

As the number of IoT devices expands rapidly, the importance of scalable protocols 
is increasingly recognized. To address scalability issues, ECPF takes a hierarchical clus-
tering approach that divides network management tasks across multiple levels of the 
hierarchy. However, further research is needed to evaluate scalability in large-scale 
deployments. IoT devices are resource-limited in terms of energy, processing resources, 
and storage. Therefore, ECPF should be assessed to consider these resource-constrained 
settings with regard to resource requirements such as storage, computational complex-
ity, and memory usage. ECPF must optimize energy consumption and reduce communi-
cation overhead on resource-constrained IoT devices.

Fig. 12 Network lifetime comparison for the second scenario
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The IoT environments are dynamic and heterogeneous, and fluctuations in node den-
sity, energy levels, and communication patterns are common. There are adaptive mecha-
nisms within ECPF to dynamically adapt to the changing network conditions, such as 
fuzzy clustering and PSO-based optimization. To adapt to changing environments while 
operating at an optimum level, ECPF can closely examine the network parameters and 
dynamically adjust the clustering and routing decision-making process. In actual IoT 
deployments, there will be node failures due to hardware problems, environmental fac-
tors, lack of power, etc. ECPF uses a number of fault-tolerant mechanisms to deal with 
the issue of node failure. For example, redundant routing paths and dynamic CH re-elec-
tion schemes are in place in the case of node failure. When there is a failure of the CH 
node, an elected new CH will be performed by neighboring nodes through distributed 
means to ensure that the data transmission and network operation remains intact.

Conclusions
In the field of IoT design, sensor nodes effectively collect environmental data and trans-
mit it to a central BS. However, such objects often have limited resources, particularly 
in terms of power supply. The energy consumption of these sensing devices needs to 
be managed effectively to extend the lifespan of the network. To address this challenge, 
the paper proposed a hybrid energy-aware routing method called ECPF. ECPF combines 
two techniques: the PSO algorithm and fuzzy clustering. The initial clustering of nodes 
is accomplished by fuzzy clustering, which groups them based on a variety of character-
istics. Conversely, the enhanced PSO algorithm is utilized to pick CHs. The enhanced 
PSO algorithm incorporates a fitness function that takes into account three crucial fac-
tors: optimal energy use, the distances between CH and BS, and the distances between 
cluster members and their respective CH nodes. By optimizing these factors, the algo-
rithm selects efficient CHs. ECPF significantly improves performance metrics, includ-
ing throughput, packet delivery rate, network lifetime, and energy consumption. These 
enhancements indicate that ECPF effectively manages energy consumption and extends 
the overall longevity of the IoT network.

Our research has made considerable developments in energy consumption and net-
work performance measures. This opens up new possibilities for further exploration 
in the realm of IoT design and energy-efficient routing. Firstly, it is required to thor-
oughly analyze the capability of the ECPF technique to adapt to dynamic network set-
tings. This involves exploring adaptive methods that can dynamically modify clustering 
and routing techniques in response to variations in network topology and environmen-
tal conditions. Furthermore, the ECPF framework can enhance its autonomy and deci-
sion-making capabilities by incorporating machine learning methods like reinforcement 
learning. This enhancement would result in more efficient resource allocation and rout-
ing choices. Also, expanding the evaluation methodology to encompass real-life applica-
tions and other IoT situations would provide significant perspectives on the feasibility of 
the suggested strategy in different fields. By considering these possible future directions, 
progress in energy-efficient and scalable routing for IoT networks may be driven, ulti-
mately enhancing the sustainability and longevity of IoT infrastructures.
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