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Abstract 

Medical Internet of Things (M-IoT) synchronizes medical devices in a network to pro-
vide smart healthcare monitoring to doctors and to provide an interactive model 
for patients. This embedded networked system gained lots of importance in the last 
few years. Now almost every hospital adopts M-IoT. Though it had a lot of challenges 
in the initial stages of implementation such as feasibility, accuracy, and autonomy, 
now it has bridged the flaws with the help of several researchers in this field. But still, 
M-IoT lags behind in security and privacy aspects due to which attackers can intrude 
on the network and exploit patients’ health data. By examining the various intensive 
security threats imposed on M-IoT a unique way of handling and transferring data 
over the network is proposed in this paper. From our research findings, this would 
resolve the data security issues in M-IoT and commence the next advancements.

Keywords:  Medical Internet of Things, Medical Data Privacy, Medical network, Key 
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Introduction
The information sharing between physical space is called cyber-physical systems, which 
can be possible only because of the Internet of Things. In other words, can say as the 
request-response relationship between physical space (sensors, computers, etc.) and 
information space is called cyber-physical systems (CPS). Cyber-Physical system plays 
[1]. a vital role in many fields such as vehicular, smart grid, health care, air force, and 
many others. The application of CPS in the medical field is referred to as Medical CPS 
(MCPS) or M-IoT [2]. This era of artificial intelligence and advancements lifted Medi-
cal-IoT usage and broadened the space for various fields to adopt it. Medical-IoT leaves 
an enormous amount of footprint in the field of medical and healthcare science, which 
includes smart operating rooms, Auto monitoring of patients [3], alertness in case of 
emergency, control of drug flow, etc. In all these synergies, patient data is the only and 
most critical thing that the technology stack should uphold and process. Several biom-
etric-based authentication [4] and passwordless mechanisms [5] are being floated in the 
market to protect patient data.
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In the case of an authentication system, credentials such as password word, thumb 
impression, and face recognition are stored locally or remotely. It raises the chances of 
cyberpunks gaining access to the rights. A stateless mechanism [6] is vital for overcom-
ing this.

A sort of authentication mechanism known as stateless authentication does not 
require the server to keep track of client context or session state in between requests. 
Rather, every request made by the client must include all the data required for client 
authentication and request authorization. Web apps and APIs that make use of token-
based authentication protocols like JSON Web Tokens (JWT) [7] or OAuth2 frequently 
employ stateless authentication. According to this method, the client includes a token 
with each request that contains the data the server needs to confirm the client’s identity 
and determine whether the client is authorized to access the resource. Stateless authen-
tication can increase scalability and decrease server load because it does not require the 
server to retain the session state. To ensure the security of the authentication system and 
guard against attacks like token theft or replay attacks, it also needs to be implemented 
carefully. Table  1 gives a detailed comparison of the stateful mechanism and stateless 
mechanism.

The market potential for Medical-IoT devices saw significant growth across different 
sectors between 2017 and 2022. In 2017, implanted devices were valued at $5.1 billion, 
and wearable external devices were worth $4.1 billion. By 2022, these values skyrock-
eted, with implanted devices reaching $18.9 billion and wearable external devices hit-
ting $16.3 billion. This substantial expansion underscores the increasing integration and 
adoption of IoT technologies across various medical device categories over the 5-year 
period.

Certainly, several factors influence the adoption of Medical-IoT (Internet of Things) in 
the healthcare sector.

•	 Ensuring close monitoring of patients who are bedridden is crucial. In order to pro-
vide patients with the best care possible, nurses and doctors greatly benefit from 

Table 1  Comparision of stateful and stateless authentication mechanism

Metrics to compare Stateful Stateless

Session information could be stolen Yes No

Resource consuming High Low

Implementation Complex, as it required an external 
database

Easy

scale Adding new services and instances 
is not that easy

No additional effort is required to 
scale up

Possibility to compromise session 
data

Information about sessions can only 
be retrieved by the authentication 
system

All components of the system are 
in danger if at least one system has 
been compromised

Authentication token size Data does not affect its size Size depends on the size of the data

Possibility to revoke session Possible Impossible

Possibility to modify session data Possible Impossible

SSO implementation It is feasible to integrate many sys-
tem components without changing 
the source code

Each component has to be changed
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wearable and implantable devices. These devices not only monitor any changes in 
the patient’s condition but also provide automated task suggestions, which ease staff 
assistance. Thus, monitoring these patients via these devices not only ensures their 
safety but also improves the quality of work that physicians and nurses perform.

•	 Using complex computer algorithms is like having quick and intelligent assistants. 
Medical devices equipped with these advanced algorithms can process and organize 
patient data much faster and more accurately than humans can. This saves a lot of 
time, especially in emergency situations, allowing healthcare providers to focus more 
on immediate patient care.

•	 Remote monitoring is becoming more and more necessary as the population ages 
and the number of chronic illnesses rises. This involves tracking patients outside of 
the hospital as well. IoT-enabled stationary medical equipment plays a critical role in 
addressing this requirement.

•	 Hospitals manage sensitive patient data, thus privacy and data security are major 
concerns. Assuring the protection of patient information is essential for regulatory 
compliance and fostering faith in the technology, adoption may be hindered if hospi-
tals lack confidence in the security mechanisms of M-IoT devices and networks.

•	 In addition to the factors mentioned above, the adoption of Medical-IoT in the 
healthcare sector is influenced by decreased error rates resulting from reduced 
human involvement, improved resource management, and enhanced preventive 
medicine.

However, security remains the most important worry in the healthcare industry. To 
maintain a healthy balance between utility and privacy, data analysis with the essential 
security and privacy-preserving characteristics is required. This type of data analysis 
that protects privacy enhances efficiency when sharing, managing, and controlling med-
ical data. Every day, there is a greater demand for privacy preservation approaches for 
web data in order to resolve privacy conflicts, reduce privacy violations, and promote 
the use of web apps without jeopardizing user privacy. The liquidity of data imposes high 
concern over security and privacy. Though security is the mainstream for research, still 
it has a void that deprives the usage of Medical-IoT. Typically, medical/patient data is 
acquired by numerous sensors and medical devices and saved in massive private stor-
age or in a cloud environment [8]. Data is supposed to go across an open channel in this 
case, there is a significant possibility of a data breach. To protect data in motion or group 
data, a strong security method is required. This article focuses on the security aspects of 
Medical-IoT and derives an end solution for it.

Priority on medical data security

Patient data privacy is one of the most important issues in the healthcare industry. 
A US survey states that, in 2015 around ten million data breaches had happened 
in healthcare. Most the hospital fails to secure patient health information (PHI) or 
electronic health records (EHR) which are collected through Medical-IoTs [9]. Hos-
pitals had to upgrade themselves in technologies to overcome these factors. Several 
studies have been carried out in order to protect medical images [10]. Healthcare 
data holds more value than any other data. For example, by comparing credit card 
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data and healthcare data, if a credit card is lost there is the possibility to change the 
secured PIN or block the card when a customer approaches the bank. But in the case 
of PHI, which is permanent and cannot be changeable. They can make fraudulent 
reports. Every year cyberpunk earns up to $ 100,000 only by stealing health care 
data. So the security of health care [11] data should be tightened.

Forge walls for Medical‑IoT breach

Here are some of the solutions to avoid the Medical-IoT data breach. (i) The corre-
sponding organization should in-phase their own infra network, and without stop-
ping in it, they should upgrade their systems periodically. (ii) Maintain PHI across 
the multi-server tenants. (iii) Backup the important data to the backend server 
and scrap the exposed servers periodically. (iv) Entire hospital employees who are 
involved in protecting PHI or EHR to be updated in all kinds of attacks in M-IoT. (iv) 
One of the best ways is to develop an internal data protection policy and regulate 
them to adopt their policy. (v) It is also important to monitor the external hacker by 
conducting orbital physical checks on camera records and servers.

Health care industry gives us more priority to improve their Medical-IoT devices 
such as MRI, Medical Image [12], and scanning devices instead of building a better 
and safer network. However, the network plays a major role in protecting patient 
data. Patient privacy should be preserved like the assert of an organization. This 
proposed system focuses on how to protect the patient health information collected 
through M-IoT from cyberpunk in order to achieve patient safety.

Implementing IoT in healthcare can indeed be a significant challenge, especially 
regarding data security. The extensive network of heterogeneous medical devices 
increases the risk of device hacking. With a wide range of devices, each device 
becomes a potential entry point for hackers. Implementing a unique and complex 
authentication mechanism for each device enhances security by limiting unauthor-
ized access. While this article has already proposed unique and strong mechanisms 
to address security concerns, there are several other challenges that need to be taken 
care of. Let us look at how these issues are being addressed.

The National Institutes of Health highlighted three primary factors influencing the 
data quality of wearable devices. As the reviewer addressed, user error is one such 
factor that needs crucial consideration. This challenge can be addressed by imple-
menting advanced machine learning algorithms, such as fuzzy algorithms, to analyze 
and observe user behavior. These algorithms are capable of processing large volumes 
of data collected from wearable devices and identifying deviations or anomalies from 
normal behavior. In such algorithms, true abnormalities can be accurately identified, 
distinguishing them from false positives. True abnormalities can then be promptly 
communicated to the user or caregiver, enabling timely intervention. Meanwhile, 
false positives can be flagged as outliers.

Furthermore, companies like Apple are at the forefront of incorporating abnormal 
motion/activity tracking into their wearables.



Page 5 of 22S. et al. Journal of Engineering and Applied Science          (2024) 71:128 	

Related work
Most of the research works have used typical cryptography methods such as encryp-
tion and decryption to ensure the security of medical data. The secret key or secure 
key is shared among the sender and receiver to encrypt or decrypt the data. Secur-
ing the data that is transmitted across the IoT network every second is of the utmost 
importance. Below is a list of some recent studies on data security.

A cloud-based anti-malware system called CloudEyes was suggested by [13]. The 
proposed strategy offered the IoT network’s devices effective and reliable security 
services. Based on the idea of trusted computing [14], research on embedded secu-
rity requirements included methods and solutions for fending off cyberattacks as well 
as technology for tamper-proofing embedded devices. investigates how to securely 
invoke patients’ records from past case databases while protecting the privacy of 
both currently diagnosed patients and the case database and construct a privacy-pre-
serving medical record searching scheme based on the ElGamal Blind Signature. The 
advantages of this PMRSS model [15] are bilateral security, adjusting the number of 
zeros, eliminating the need for doctors, and low latency.

A novel healthcare IoT system has been proposed by [16] which focuses on fus-
ing the advantages of attribute-based encryption, cloud, and edge computing, which 
provide an efficient, flexible, secure fine-grained access control mechanism with data 
verification in healthcare IoT networks. Medical files can be encrypted using either 
attribute-based access or break-glass access, according to the lightweight break-glass 
access control (LiBAC) method suggested by [17]. In typical circumstances, a medi-
cal professional can decrypt data and access it if the attribute set complies with the 
access policy of a medical file. Emergency medical care providers or rescue personnel 
can quickly access the data by using a break-glass access mechanism, which can get 
beyond the medical file’s access restrictions, in an emergency.

Frequently the data collected in a healthcare IoT system is vital and sensitive. There-
fore, circulated data’s integrity, authenticity, and sequestration are abecedarian secu-
rity demands to end users and possessors. To address these challenges, the authors 
[18] a featherlight and secure redactable hand scheme with coarse-granulated fresh 
redaction control (CRS) for secure dispersion of healthcare data in a pall-supported 
healthcare IoT system is proposed. The security analysis indicates the CRS is secure 
against hand phony, fresh redaction attacks, and redacted interpretation linkability. 
Compared to other results, this scheme can achieve some position of security but 
lower computational complexity and communication outflow. A secure data-sharing 
system based on KASE in a fog-enabled IoT environment using blockchain is pro-
posed by [19]. Resistance of the proposed scheme against various attacks through 
informal analysis and Automated Validation of the Internet Security Protocols and 
Applications (AVISPA) simulation tool is proved along with the guarantee of secure 
mutual authentication using Burrows-Abadi-Needham (BAN) logic.

To conceal message bits, [20] suggested using H.264/AVC’s flexible macro-block 
ordering (FMO) feature. The content of the message bits that are to be masked is 
used to determine which slice groups the macroblocks are allocated to. A maximum 
payload of three message bits per macroblock is accomplished using the suggested 
technique.
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A reversible perturbation technique with access control was put into practice by [21]. 
For each level, a dataset snapshot is made available. Multi-level access is provided using 
perturbation keys. We need a sizable bipartite association graph dataset. The nodes and 
edges in the graph are permuted in this method to secure the information. This method 
results in an additional overhead because it uses perturbation keys to offer snapshots of 
the rebuilt data.

Palanisamy [22] presented a combination method using perturbation and clustering. 
Healthcare information that has been disturbed is accessible on the cloud and is mined. 
The geometric data perturbation (GDP) method guards against unauthorized access 
from outside parties. By keeping the disturbed data in the public cloud and its matching 
keys in the private cloud, the storage is improved. The selection of clusters is crucial for 
organizing and safeguarding the data.

Qi  et al. [23] illustrated a model for strengthening the security of encryption and 
decryption in medical images. In elliptic curve cryptography, the optimal key will be 
chosen using hybrid swarm optimization, which combines grasshopper and particle 
swarm optimization. The medical images are safeguarded in the IoT framework using 
this way. Khari et al. [24] examined traditional and emerging encryption techniques in 
terms of their capacity to provide secure storage, data sharing, and computing. Because 
each layer’s hardware and communication capabilities change, separate encryption algo-
rithms must be utilized to ensure data privacy inside that layer. Sun et al. [25] suggested a 
strong and inexpensive picture encryption solution for the healthcare business that uses 
permutation algorithms to secure medical images. The key benefit of this strategy is that 
it is not application-specific. Most rich countries employ Telecare Medicine Information 
Systems (TMIS) to assist patients. To prevent misuse, patient data must be secured. An 
effective and secure system using biometric-based authentication and a key agreements 
protocol was proposed [4]. The three steps of the proposed system are the registration 
phase, the login phase, and the key agreement phase. The system was subjected to many 
security attacks for analysis. The system was examined using different security attacks 
and determined to be impenetrable to all of them. Along with the other medical data, 
user identification is likewise secured.

The authentication and key relay mechanism [26] were used to ensure medical data 
security. In this method, the secure key is used to achieve authentication, confidential-
ity, data freshness, and integrity. Authentication allows the caregiver or patient to ensure 
that the data really comes from the right person. Confidentiality is used to disclose 
medical data from unauthorized persons. Integrity ensures the data are valid, i.e., pre-
vents unauthorized people from altering the data. Data freshness ensures no man-in-
middle attack was happening. To ensure medical image security [27] watermarking was 
adopted, in this method, the original medical images such as CT scans, and ECG images 
were watermarked by using ROI (region of interest), and then by extracting we can get 
the original images. Medical images were securely transferred as watermarked images 
over a medical network [27] to attempt to overcome difficulties associated with biomet-
ric-based authentication systems, such as user impersonation. As a solution, the author 
used a secure three-factor authentication architecture that is more appropriate for a 
practical scenario. Integrating a chi-square detector and a Fuzzy logic-based attack clas-
sifier [28] presented a method for identifying distributed denial of service and false data 
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injection attacks. The suggested approach surpasses the traditional distributed denial of 
service and false data detectors.

Oh et  al. [2] studied extremely secure medical images with the use of subkeys, first 
by employing chaotic logistic and tent maps with a handful of subkeys. The chaotic 
(C-function) process was used to explore security issues such as diffusion and confu-
sion. Different random numbers were generated for each chaotic map based on the ini-
tial conditions. To select the ideal secret and public key [29] of the system from a set 
of random numbers, an adaptive grasshopper optimization algorithm with PSNR and 
correlation coefficient fitness function was proposed. Hasan et al. [10] proposed a signal 
temporal logic (STL)-based approach to observe typical system activity. Anomalies are 
defined as trajectory deviations from the learned formula. Can also be utilized for anom-
aly mitigation via formal synthesis and early detection via online monitoring.

Cryptography and steganography techniques are essential for IoT security, and the 
[30] proposed work uses an elliptic Galois cryptography protocol to encrypt confidential 
data and embed it into a low-complexity image. and approximately 86% steganography 
embedding efficiency was achieved. Results from this proposed protocol were compared 
to existing methods, such as OMME, FMO, and LSB. Novel mathematical methods 
[31] for identifying anomalous traffic in large-scale data networks. The static configu-
ration analysis and dynamic traffic analytics are combined in this. Security settings are 
used to statically check for potential security vulnerabilities such as violations of net-
work-wide invariants. Then, create dynamic data analytic algorithms to examine real-
time traffic and detect aberrant traffic patterns that may be exploiting network security 
vulnerabilities.

The WBAN (wireless body area network) authentication mechanism [32] was devel-
oped to identify the unauthorized node in the medical network. In this process, only 
authorized nodes can be a part of the medical network. The WBAN authentication 
method will identify a bad node and reject it. This will help to improve the reliability and 
security of medical data that is traveling around the medical network.

The behavior specification method [33] is also used to ensure the security of medical 
data. Each entity of the medical network was kept on the monitor, if there is any devia-
tion from specified behavior, automatically that particular entity will be identified as an 
intrusion. Figure 1 explains the above method.

If there is any new behavior is identified in the network that is actually not harmful 
it automatically adds to behavioral rule using machine learning techniques in order to 
avoid false positives, this is called “self-learning” of states.

Reddy and Rao [34] proposed an intelligent sensing approach that intentionally gener-
ates incorrect data to attract atypical users. A fair play point approach is used to iden-
tify abnormalities. The proposed approach has a maximum accuracy of 99.2%, which is 
25.1% higher than the SVM-RBF. Caruso et  al. [35] creates a dynamic attack detector 
that identifies observable attacks which includes defined attacks that can go on indefi-
nitely without being discovered. Then define the zero state-producing attack, which is 
the only sort of attack that stays dynamically undetectable regardless of the side begin-
ning state information accessible to the attack detector.

In the Industrial Internet of Things, a dynamic wireless sensor network is crucial 
(IIoT). Key management is easily manipulated because of its dynamic nature due to a 
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hacked base station. Suganya [36] suggested a blockchain-based secure key management 
method (BC-EKM) that does the majority of the base station work in order to prevent 
this. The blockchain system maintains a secured database and serves as a secured trust 
machine. Node registration, cluster creation, node motion, and guilty node detection 
make up BC-EKM. The proposed system’s principal objective is to establish credibility.

When transferred to distant entities, medical information about the patient must be 
protected. Abdmeziem and Tandjaoui  [37] created an energy-aware key management 
system to offer end-to-end encryption. In the proposed work, a channel is created to 
enable communication from highly resourced nodes to a remote entity. If any high-end 
information is found, it is given to a third party so that a powerful entity can access it. 
During the communication, the channel should ensure authenticity and privacy.

Methods/experimental
The Internet of Medical Things (IoMT) is a rising trend that provides a significant quan-
tum of effective and effective services for cases as well as healthcare professionals for the 
treatment of distant conditions. The lack of security mindfulness among neophyte IoMT 
users and the threat of several central attacks for penetrating health information oppres-
sively jeopardize the use of IoMT.

Traditional encryption solutions cannot be employed directly to e-health data reasons 
of data size constraints, redundancy, and capacity, particularly when patient data is sent 
via open channels. To overcome these security concerns, a strong security mechanism is 
required.

Aim

This paper aims to eliminate the drawbacks of server-side authentication [23] of the 
users and encryption strategies in protecting the data through a stateless mechanism 
called SkeyM (strapping key management) in which the user data is never ever stored 
in the server memory. All authentication process takes place in the workflows and the 
SkeyM algorithm generates a unique token based on a highly complex secret key and 

Fig. 1  Behavior specification method of medical nodes
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sends the token to the user. This secret key is unique for every token generated and only 
the server knows about the secret key. It is never transmitted over the network, thus 
assuring a stateless mechanism. The user sends the query with the SkeyM token signed 
in. The server upon receiving the query, decouples the SkeyM token to match with the 
secret key and process the query. In this same way, all the communication happens 
between the M-IoT and the server. So nowhere the data from M-IoT devices nor the 
mechanism for decoupling the token is shared over the network. Algorithm 1 explains 
the working of the SkeyM authentication Technique.

Algorithm 1 SkeyM algorithm

The server’s job is only to create a unique secret key, make validations using tokens, 
and process the requests. All the tokens are embedded with an expiry time. Upon expiry, 
the user had to re-login and generate a new token request. This expiry of tokens helps 
to overcome major attacks which will be discussed in later headings. In experimental 
analysis, the proposed methodologies attain better results than the prevailing styles.

Design and workflow

This authentication system after validating the credentials passes an identifier flag to the 
data server to generate a secret key that is unique for this user login and creates a corre-
sponding token that has a signature for the data transfer and expiration time. This token 
is transferred to the user with the acknowledgment. The user when making a request, 
that query is signed up with the token and sent to the server. The server on receiving the 
query, decouples the token and verifies it with the secret key. If matches happen then the 
query is processed and again data is embedded with the token and transmitted over the 
network. In this way, communication happens between the user and the data server.

After the expiry of the token, the user will be re-authenticated and a new token will be 
generated for further requests. This token regeneration is completely abstracted from 
the user, so their task is all about their requests. In the whole workflow, nowhere the user 
data is transmitted, so the attackers will not get any chance to authenticate with the sys-
tem. The same has been depicted in Fig. 2.
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Doctor nodes and medical devices (user nodes) deployed as workloads on AWS virtual 
machines communicate securely using SKEYM tokens. When a request is made from the 
Doctor node to the user node, it is verified, and a unique SKEYM token is generated to 
ensure the authenticity of the nodes in the network. All communication between the nodes 
occurs using this SKEYM token. If the token expires, the node regenerates a new token 
for further communication. To test the strength of the proposed mechanism, intentional 
attacks are launched from attacker nodes deployed in the cloud. However, it takes approxi-
mately 10 to 15 h to crack the token with a length of 128 bits, but the token expires before it 
can be cracked. This illustrates how the mechanism effectively ensures secure communica-
tion between nodes and prevents potential attacks from malicious actors.

Experimental setting of the study

Stateless mechanism and SkeyM for secured medical networks (SMN) in M-IoT [24]. This 
analysis delves into the approach of using a stateless mechanism and SkeyM (symmetric 
key management scheme) to achieve a secure medical network (SMN) in the context of the 
Medical Internet of Things (M-IoT). It will compare this approach with recent advance-
ments in M-IoT security.

Strengths of the stateless mechanism and SkeyM approach [29]

Scalability and efficiency: stateless protocols eliminate the need to maintain session 
state, making them ideal for resource-constrained M-IoT devices. This translates to bet-
ter scalability and lower processing overhead compared to stateful mechanisms.

Fig. 2  Workflow of SkeyM authentication method
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Security benefits of SkeyM
Secure key distribution [21]

SkeyM facilitates the secure distribution of cryptographic keys to various M-IoT devices 
within the network.

Dynamic key management [18]

SkeyM allows for efficient key updates and revocation, crucial for dynamic M-IoT envi-
ronments where devices may be added, removed, or compromised.

Comparison with recent literature

Lightweight authentication protocols [11]  Research in M-IoT security has emphasized 
lightweight authentication protocols due to device limitations. Compare the efficiency 
and security guarantees of the stateless mechanism with recent proposals in this area.

Alternative key management schemes  While SkeyM offers secure key management, 
explore recent literature on alternative schemes like identity-based encryption (IBE) or 
attribute-based encryption (ABE) [4]. These schemes offer additional security features, 
such as fine-grained access control, which might be relevant depending on the specific 
SMN requirements. Analyze recent research on SMN security, particularly focusing on:

•	 Lightweight authentication and key agreement protocols specifically designed for 
M-IoT.

•	 Secure communication mechanisms that ensure data confidentiality and integrity 
during transmission within the M-IoT network.

•	 Privacy-preserving data aggregation techniques that enable efficient data collection 
from various M-IoT devices while protecting patient privacy.

Benefits

There are a range of unstoppable fortunes which made to prefer it. Following are some of 
the glimpses.

Security metrics

Considering security as the main concern, this token generation is designed. The secret 
key and expiration play a crucial role. The token generated using the SkeyM algorithm 
will be unique on each authentication, so it is highly difficult for malicious nodes to find 
the token within the expiration time. The secret key will only reside on the server and 
it is not transmitted in any request to the user. The server on fetching back the token, 
decouples with the secret key and makes matches and only if it succeeds, the corre-
sponding request will be processed and transmitted encrypted JSON data. The expired 
token fails at the security layer and has no need for processing [38].
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Unknown source

These are stateless. The server is completely unaware of the user who sends the request. 
The user’s information is never ever cached in the server’s memory. The server can vali-
date the token locally without making any network requests. So that even when a third 
party tries to access the token, no data other than the username will be revealed.

No history of sessions

Usually, the user requests will be stored as a cache, and garbage collected after the 
session ends. But in our case, at the security layer itself expiry time is checked and the 
token will be refused access. This reduces the overhead of garbage collection.

User‑centric design

One of the standout features of this method is its fully automated key generation pro-
cess. This automation eliminates the need for users to manually generate keys, sig-
nificantly simplifying their experience. Instead, users are only required to attach the 
automatically generated key along with their request. The verification of these keys 
is seamlessly handled by serverless functions, relieving users of the burden of man-
ual verification processes. Moreover, the utilization of serverless architecture adds 
another layer of efficiency to the system.

Being serverless means that the infrastructure required to support the system is 
lightweight and dynamically scalable, optimizing resource utilization and minimizing 
operational overhead. This translates to a more agile and cost-effective solution, with-
out compromising on security or performance.

The strength of this approach lies in its user-centric design. By streamlining com-
plex cryptographic processes and leveraging serverless technology, the system 
ensures that even users with limited technical expertise can effortlessly participate 
in secure transactions. This simplicity, coupled with robust security measures, makes 
the proposed method a standout choice in today’s cyber world.

Scalability concerns

Scalability is indeed a crucial factor in network design, particularly in medical networks 
where critical nodes are interconnected. To tackle this challenge, Medical-IoT systems 
are crafted with flexible architectures capable of accommodating an expanding array of 
devices and users. By embracing cloud computing platforms, healthcare organizations 
can dynamically scale their Medical-IoT infrastructure to meet evolving needs.

Furthermore, the proposed token mechanism is exceptionally lightweight, making it 
seamlessly adaptable to cloud environments. This lightweight nature ensures that the 
system can efficiently scale up or down as requested, without compromising perfor-
mance or security.

Thus, by combining flexible architectures with cloud-based solutions and light-
weight mechanisms, medical networks can effectively address scalability concerns 
and support the seamless growth of IoT ecosystems in healthcare settings.
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Long‑term maintenance

Maintenance is crucial for ensuring the lifespan and reliability of a medical network, 
especially considering the critical data it handles. Regular software and hardware 
updates are essential to patch security vulnerabilities, improve performance, and 
ensure compatibility with evolving technologies. However, it is equally important that 
these updates are handled by authenticated parties only to maintain the integrity and 
security of the network.

Allowing unauthorized parties to access and maintain the medical network can ruin 
its security. This can be achieved through robust authentication mechanisms, such as 
multi-factor authentication or role-based access control.

Any medical devices require regular security audits, continuous monitoring, and 
proactive measures to mitigate risks. By addressing this aspect as future or extended 
work, we ensure that security remains a top priority and that the ecosystem of the 
medical network is safeguarded against potential risks and threats.

Proof inspections
To prove the standalone architecture of SkeyM, various inspections were carried out 
with different attacking methods, and below are a few glimpses of it. The main focus 
of these test cases was to evaluate the key and time expiration features of SkeyM.

Brute force attack

Most of the network attacks will be comprised of brute force attacks. So to test the 
complexity of the SkeyM token, we tried to brute force the keys. Brute force scripts 
ran for hours to match the key but all those went to bins. We went even one step 
further to test against brute force by matching with sampling keys. We generated 
around 10 million sample keys and attempted to match them. The same scenario has 
been repeated for several sequences. In all the sequences, none of the tokens were 
matched. This proves the uniqueness of the SkeyM methodology. The fruit lies in the 
algorithm that generates the key. The main aim of attackers will be to hack the key so 
that further requests can be made to the server with that key. In our case, accessing 
the SkeyM key itself is an intricate task. The following table projects the results of 
brute force attacks on various weak keys and our SkeyM keys. Table 2 gives the details 
of the time taken to crack the various types of tokens, and also we can infer that the 
proposed method will take a longer time to crack. The same has been picturized in 
the Figs. 3 and 4.

Figure 5 Explains the Brute Force attack on this SkeyM has been attempted for 22 h 
and the prediction was only 32 bits degradation. This is evident in the complex struc-
ture of key design

Timing attack

Timing attacks exploits information leaked from channels during the delays between 
the requests. To find whether this timing attack will be a threat to our SKeyM meth-
odology, experiments were conducted. Delay between the user requests is the major 
key character which timing attack relies.
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Major difficulty is the number of requests a potential attacker needs to find the 
bytes. Following example demonstrates the use case. To find the first byte of the token, 
it has to make 128 million requests. To find all 256 bits of the token, 4096 million 
requests in total. Suppose consider the DDoS could send 50 requests/second, then the 
attack would take 22 h to find the token. But the SkeyM tokens have an expiry of less 
than a minute. For further requests, a new token will be used. So, it is easy to pull off. 
Figure 6 shows the timing attacks for various lengths of tokens.

Processing time

There are numerous machine learning algorithms available to generate secure tokens, such 
as the subkey generation approach and Neural Key Generation [39], which will aid in the 
detection of risks disguised behind encryption. However, in this method, a large amount of 
data must be trained and tested in order to produce the optimal solution. Machine learn-
ing and deep learning [40] make it very difficult to cope with the new data that comes at 

Table 2  Time taken to crack the various types of keys

Type of token keys Bit length Time taken to crack

Sequential 32 7 se

64 6 min

128 24 min

256 1.2 h

Dictionary 32 3 h 54 min

64 5 h 16 min

128 8 h 42 min

256 13 h

SkeyM 128 13 h

256 21 h

320 More than 31 h

Fig. 3  Time taken to attack SkeyM and sequential keys
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lightning speed, so the data becomes old every day as new data comes machine learning 
can learn new data based on a training set but it does not produce the expected accurate 
result. In contrast, this stateless technique requires extremely little effort to provide secu-
rity and very little storage capacity. Multiple types of key generation methods [41] are com-
pared with the SKeyM Authentication method with various parameters [42], the same has 
been depicted in Table 3 and Fig. 7.

Results and discussion
Most of the secure key methods in the market are vulnerable to collision attacks because 
they cannot sign large data efficiently. But this SKeyM methodology is architected in a 
way that it has a minimum probability of collision of two keys [43] with no hypothesis. 
Let us conclude it with proof of inspection.

Fig. 4  Time taken to attack SkeyM and dictionary keys

Fig. 5  Comparsion of Time taken to attck
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Fig. 6  Timing attack for various lengths of tokens

Table 3  Comparision of SKeyM mechanism with various key generation methods

Subkey generation 
approach

Neural key 
generation

SKeyM key mechanism

Key generation time 1.2 ms 0.8 ms 0.001 ms

Time taken to attack the key 8 h 13 h More than 31 h

Length of the support 256 bits 256 bits 320 bits

Fig. 7  Key generation time
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Let pn be the probability of collision of n number of distinct keys to k possible values 
then probability will be

For large values of k, k − n ≈ k.
Using Stirling’s approximation, for large values of x,

On substituting we get

Taking the logarithm of approximation of qn,

Thus arrived at pn = 1− qnwith

Example
Assuming n as n = 2130 distinct inputs with hypothetical values as k = 2256 then the 

probability of collision will be.

So less than 8 chances in a million million millions. And 2130 is so large that it is 
practically impossible to perform that number of operations and match the exact pre-
sent key within the expiry time. On calculating the probability

The performance metrics such as accuracy, misclassification [44], and the computa-
tion time of various privacy methods are measured with SkeyM authentication meth-
ods in Table 4.

The accuracy of the SkeyM method is compared with various authentication sys-
tems and from Fig. 8 we can observe that the proposed method has a higher accuracy 
than other methods.

(1)pn = 1− qn =
k!

(k − n)!kn

(2)x! =
√
2πx

x

e

x

(3)qn ≈

(

k
e

)k

(

k−n
e

)k−n
kn

=
(

1−
n

k

)n−k
e−n

(4)log(qn) = (n− k)log
(

1−
n

k

)

− n ≈ −
n2

2k

(5)qn ≈ e−
n2

2k (with larger k and n ≪ k)

(6)qn = −
n2

2k
≈ −

(

2130
)2

(

2.2256
)

(7)= −22.130−1−256 = −23 = −8

(8)qn ≈ e−8 ≈ 0.034%

(9)pn = 1− qn ≈ 99.966%
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The computation of the SkeyM method is compared with various authentication 
systems and from the Fig.  9 we can observe that the proposed method has a lower 
computation time than other methods.

Table 4  Comparision of performance metrics

Various authentication system Accuracy (%) Misclassification (%) Computation 
time (sec)

FRP-NB 92.3 05.45 2.1

FRP-NB with MFO 93.25 05.08 1.84

FRP-GRNN 94.66 04.90 1.23

FRP-GRNN with MFO 95.42 04.58 1.04

SKeyM 96.71 03.74 0.92

Fig. 8  Comparison of accuracy

Fig. 9  Comparison of computation time
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In any key management system, there is a possibility of key misgeneration. These data 
are compared, and we can conclude from Fig. 10 that the SkeyM technique has a very 
low likelihood of misgenerating a key.

Conclusions
It is clearly evident from the advent of MCPS in recent years, that the security concepts 
are so far behind to be focused on. This emphasizes the researchers to work towards 
comprehensive systems that would really address real-world cyber thefts and protect 
user’s identities. To strengthen this future scope and to shed some light, this white paper 
positions an innovation called SkeyM methodology which would protect from vulner-
abilities by a unique way of token mechanism. The stateless authentication as an add-on 
would definitely verify the user and not where the user’s data or identity will be trans-
ferred over the network. We strongly believe that this paper would impact the com-
munity security needs and open topics for future contributions. For broader adoption, 
usability is the key, i.e., complex user interactions can discourage people from adopting 
the technology. Imagine a doctor needing to perform intricate steps for every interac-
tion with an IoMT device. This can hinder workflow and decrease willingness to use the 
system. If the system is too complex, it might be difficult to scale its deployment across 
diverse healthcare settings with varying levels of technical expertise among users.

Also, reduced errors and complicated user interfaces can lead to errors, potentially 
compromising the integrity and security of the system. Mistakes during authentication 
or data access could have serious consequences in a healthcare setting.

A user-friendly system allows for faster and more streamlined interactions with IoMT 
devices. This translates to improved efficiency for healthcare professionals and smoother 
integration of the technology into their workflow.

In the future, this SkeyM authentication mechanism can be used to carry larger bytes 
of data. Can also focus on data throughput and structure a prototype along with the 
SkeyM methodology. The other direction of research will be on implementing medical 
data analysis to classify and categorize MCPS threats with minimum delay or no delays.

Fig. 10  Comparison of misgenerating of keys
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