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Abstract

The traditional electrical grid has to be digitally improved as digitalization and effec-
tive integration of renewable energy bring better efficiency, intelligence, and safety
into the grid; hence, the transition from the traditional grid to a smart grid. A smart grid
is a modernized and digitalized standard electrical infrastructure that has a key compo-
nent known as the advanced metering infrastructure (AMI). AMI, also known as smart
metering, is a key technological enabler of the smart grid that allows automatic collec-
tion and reporting of power-consumed data via two-way communication networks.
However, the collected power consumption data is confidential; hence, its privacy
must be maintained. Similarly, for the benefit of the smart grid to be consistently maxi-
mized, the AMI data and network security must always be intact despite the evolving
threats and attacks targeted at it.

This paper provides a comprehensive review of the existing vulnerabilities/attacks,
security and privacy challenges associated with the smart metering data and network
system, its open issues, and future direction. The major contributions of this review
paper lie in the AMI vulnerabilities, AMI state-of-the-art security schemes with their
pros and cons, its communication protocols analysis, and its emerging security meas-
ures. This gave enumerated recommendations for the efficiency improvement of AMI
security in terms of its latency reduction while implementing efficient security meas-
ures in its future work.

Keywords: Advanced metering infrastructure, Communication protocol, Data/
network security, Countermeasures, Vulnerabilities

Introduction

Smart grid (SG) is an electrical power system with scalable, pervasive two-way commu-
nications and timely control capabilities. It is also known as the future power infrastruc-
ture of the energy world due to the smart attributes introduced by its major component;
the advanced metering infrastructure (AMI). The AMI accommodates several consum-
ers and devices within different types of networks and several endpoints in the distri-
bution system. It is therefore regarded as a complex network that comes with various
security threats and issues due to its large data management and integration with infor-
mation communication technology (ICT) [1, 2].
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Also, consumers’ data are collected, measured, and reported to the utility center in
real-time by the smart meters. This allows the optimization of the supplied and distrib-
uted electricity. Unfortunately, the collected customers’/users’ data have been reported
as a way of invading users’ privacy by revealing individuals’ household private informa-
tion (like their economic status). This information can be used for criminal purposes
[3, 4]. Hence, the AMI data and network are subjected to great security and privacy
concerns.

Security is a controlling factor in AMI and it comes with three major objectives which
are: Confidentiality of data, Integrity of shared information, and Availability of service
(commonly known as CIA or AIC Triad) [1, 5]. The CIA triad ensures AMI safety (that
is, the equipment safety, the safety of the system certification, and the safety of commu-
nicated data) via different security processes such as preventing equipment tampering,
unauthorized data access and forgery through encryption, firewalls, authentication and
other valid means [6].

However, there have been several studies on the aforementioned AMI security and
privacy issues. This is because a nation’s security and economy alongside her public
safety largely rely on it [7]. More so, its failure or inadequacies have been found to have
debilitating impacts such as huge economic and property losses as experienced in 2003
when the United States of America (USA) blackout caused billions of dollars; which is
also an example of similar security breach experiences in other nations [6].

Many recent articles have surveyed either one or both the security and privacy prob-
lems in AMI, to solve the associated problems of threats and attacks. For better clarity in
this review, AMI system security, AMI data privacy, and AMI network security will be
reviewed and thoroughly analyzed.

The remaining parts of this paper are as follows. Section 2 is divided into sub-sections
and it gives a review of some existing techniques for securing AMI, privacy and security
vulnerabilities of AMI, data privacy of AMI, network security of AMI, AMI overview
and components, AMI architecture and its communication protocols, vulnerabilities,
and countermeasure techniques. Sub-sections 2 ends with open issues/future research.
The paper concludes at Section 3.

Existing review papers on AMI security

According to Alfassa et al. [7], a brief introduction of smart grid, AMI, and its com-
munication networks with diagrams, alongside the requirements of network privacy
and security in smart metering were stated. The study analyzed the potential security
issues introduced by man-in-the-middle (MiTM) attacks and session hijacking attacks.
Also, countermeasures for the attacks and vulnerabilities, limiting the functional cook-
ies on the web servers to prevent the attacker from gaining access into the system are
discussed.

Different uses of AMI data, privacy policies, and privacy-preserving technologies in
the areas of billing, operations, and demand response as surveyed in papers from 2009
to 2016 were presented without the security challenge [3]. The paper explained the vari-
ous uses of metering data and corresponding privacy legislation, compared the attacks
on the traditional grid with the ones targeted at the smart grid AMI, and derived some

privacy requirements for smart metering with no real emphasis made on open research
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issues in AMIL. The review further explained past studies in the area of privacy-preserv-
ing techniques under three (3) groups. These groups were: value-added services, billing,
and operations. Identification of interception, denial of service (DOS), and MiTM as the
major forms of attack targeted at AMI with lightweight cryptosystem as an open issue
for its security was done [8]. The paper left out some other possible attacks that can also
collapse the grid via AMI attack. Ur-Rehman, N. Zivic, and C. Ruland focussed more on
the security and privacy of AMI system, listed some smart metering potential attackers
based on the 2010 to 2014 surveyed papers and a security by design approach known as
“Trusted Computing Engineering for Resource Constraint Embedded Systems Applica-
tion” was presented for its security [9].

A. Anzalchi and A. Sarwat assessed the security requirements of AMI, the vulner-
ability of the network, and countermeasures for the various attacks and studied some
authentication techniques that exist between smart meters and the utility centers and
their importance [10]. The paper further considered the AMI security problem from 3
perspectives. These were: the maintenance of customers’ data privacy and the durability
of the system against several attacks and power theft. Its countermeasures were access
control and security of protocols (in terms of explicit names, unique encoding, and usage
of timestamps). M. Shokry et al. presented a systematic survey of AMI security from dif-
ferent areas such as the attacks, countermeasures, and open research [11]. The paper’s
uniqueness was identified to be comprehensive of different attacks on specific vulner-
abilities of each AMI component and the system at large. Also, the impacts of the men-
tioned attacks on each of the components and the overall system as well were discussed.

Kayalvizhy and Banumathi [4] centered more on temporary thoughts of cyber-attack
operations in AMI, the attacks against the AMI hardware layer (the smart meters),
and their corresponding mitigation methods. Moreover, based on previously reviewed
threat and attack models, different proposals for threat mitigation were also made by
the authors. Some threats to AMI security and privacy that were listed include; smart
meter impersonation, meter module interloping, change of meter location, and unau-
thorized interruption on transmission channels [12]. indicated to be the first survey to
enumerate the importance of key management system (KMS) in AMI security. The sur-
vey stated the key management techniques for securing AMI from vulnerable attacks to
be; key graph, physically unclonable function (PUF) based, encryption-based, and hybrid
(involving symmetric and asymmetric) techniques. It also differentiated the traditional
electrical power systems from the smart grid. In addition, the survey highlighted AMI
security challenges as privacy preservation of end users, AMI system durability against
attacks, and prevention of power theft.

Desai et al. [13] explained the privacy problems associated with AMI data and also
some corresponding solutions with future research directions. The paper gave 2 types
of data that are transmitted by smart meters based on data attacks. These were power
consumption values and smart meter readings at an exact time and location. It further
recommended safety mechanisms such as firewall, digital signature, access control,
trusted platform, and encryption for the prevention of data theft in AMI. Mrabet et al.
[14] discussed the CIA triad as the basic AMI security requirements, classified some
attacks targeted at the AMI to be MiTM, replay, DOS, CIA triad violation, and virus/
worms/trojan horse attacks, and a cyber-security technique made up of three (3) phases
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as a corresponding countermeasure to the attacks. These phases were pre-attack, under-
attack, and post-attack phases with each phase accompanied by security protocols, cryp-
tography, and some other countermeasures.

Pedramnia and Rahmani [15] discussed the long-term evolution (LTE) vulnerabilities
that end up in indifferent DOS attacks, the pathways to the attack, and corresponding
countermeasures for these attacks’ detection. Signaling DOS, jamming, short message
service (SMS) link saturation, attack request, and traffic flooding were listed as the types
of DOS attacks, and machine learning techniques, firewalls, and spread spectrum trans-
mission were the proposed countermeasures for the mentioned DOS attacks.

Hansen et al. [16] discussed the security challenges in AMI comprising over one (1)
million smart meters, over one hundred data collectors, and a 2-m data management
system (MDMS). It identified eight (8) attack vectors as the attack surface of AMI. These
attack vectors include physical and cyber access to the internals of smart meters and that
of the data collector through different means such as through the technician’s tools or a
trade-oft supply chain. The paper also discussed the impacts of attacks launched via the
8 attack vectors as data and power thefts, power denial, and the entire grid disruption.
The results from this paper were said to be a foundation for creating a risk management
program for attack mitigations.

Tan et al. [17] reviewed different security challenges in AMI via a data-driven
approach. The paper focussed more on vulnerabilities, attacks, and solutions which were
broken down into 4 stages of data: generation, acquisition, storage, and processing. Data
analytics was also used by the authors for the smart grid-AMI security analytics. Tong
et al. [18] examined the state-of-the-art methods in the application of intrusion detec-
tion systems (IDS) for AMI security and further described different types of IDS as secu-
rity measures for AMI systems. These include specification-based (network identity (ID)
and host ID) and anomaly-based IDS. End devices and communication networks were
identified here as the attack surfaces for AMI. The study was concluded with a proposed
comprehensive distributed IDS for AMI security. Jokar et al. [19] gave a detailed expla-
nation of different cyber-attacks on the smart grid; with emphasis on those attacks that
affect AMI data privacy. Monitoring in IDS, key management systems in cryptography,
security threats, and data privacy were identified as the major challenges facing AMI
security [20].

Chris Foreman and Gurugubelli [21] discussed the prominent surfaces of the AMI
components that are vulnerable to cyber-attacks for the software, hardware, protocols,
and network configurations. Grid disruption, power denial, and theft were identified
as the major targeted attacks in this paper while the AMI attack surfaces were smart
meters, communication networks, smart meters data collectors, protocols, and software.
Rashed Mohassel et al. [22] introduced AMI as the smart grid’s major foundation, estab-
lished the relationship between them, and discussed the security issues of AMI based
on identified AMI’s three (3) subsystems. These were: AMI smart devices, communica-
tion, and data management systems. It also considered some major attacks that can be
targeted at a home area network together with other smart components in AMI such as
the smart meters.

Ancillotti et al. [23] proposed two (2) major communication sub-systems for AMI.
These were a communication infrastructure and a middleware platform. It further
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recommended physical protection of the devices alongside physical isolation of utility
control centers based on the reviewed safety measures for the communication means.
Na et al. [24] and Tyav et al. [25] further highlighted and investigated vulnerabilities and
common attacks such as the false data injection (FDI) attack and MITRE Adversarial
Tactics, Techniques, and Common Knowledge (MITRE ATT&CK), which can collapse
the grid by attacking the AMI components. The paper also discussed data communica-
tion security via cryptography.

Considering past reviews, no previous review regarding the privacy and security
challenges of AMI has investigated AMI data communication protocol for the security
improvement of AMI, and its latency reduction alongside its possible future work. This
demonstrates the significance and the need for this survey which specifically identifies
past security breaches of the AMI system, its communication protocols’ vulnerabilities,
the impact of the vulnerabilities, and related future work for improving security with less

accompanying delay, apart from the other reviews done.

Existing techniques/approaches for securing AMI

Considering various existing proposed schemes for controlling and mitigating AMI
attacks and security compromise, different approaches have been employed in achiev-
ing this, but not without their pros and cons. Some of these approaches are physically
Unclonable functions (PUF), artificial intelligence (AI), blockchain, classical cryptogra-
phy (CC), quantum encryption (QE), and post-quantum cryptography (PQC). Table 1
further summarizes each of these schemes with their pros and cons.

Privacy and security vulnerabilities of AMI

AMI is an automated two-way communication structure that gathers metering infor-
mation in utility set-up to improve the smart grid operations and the quality of power
service received by customers [11]. Its data storage and communication method make
the AMI system more vulnerable to different threats and cyber-physical attacks which
require adequate and efficient security countermeasures. In achieving this, the major
security objectives include CIA or AIC Triad) [1, 5].

Confidentiality in AMI implies that data/information (such as the customers’ power
consumption details and the customers’ personal details) cannot be accessed by un-
authorized users. Its integrity involves there are no modification(s) of the sent and
received data from the utility center to the customers and vice versa, while service avail-
ability is best defined as the time percentage that a steady service is made available to the
customer [37].

In achieving the security objectives of AMI, several authors have studied different
techniques to ensure a better AMI security without exchanging latency for security or
vice versa. Some of these techniques include blockchain, cloud computing, and general
cryptographic techniques as earlier mentioned. Robles et al. [38] combined the build-
ing features of blockchain technology to initiate and utilize a customer-focused data
management system in AMI. Since blockchain is a decentralized public digital ledger
for recording transactions that cannot be changed without changing all the subsequent
blocks and the consensus of the network, access control, integrity, and authentication
of the involved data were therefore guaranteed via blockchain [39, 40]. Blockchain’s
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characteristic features and benefits of data storage, fraud protection, easy management,
and ownership which involves security maintenance via keys and signatures, were har-
nessed for data management and security in [38]. This was achieved by initiating a scene
where customers can utilize their keys for getting and translating cryptographic infor-
mation accordingly.

However, the main challenge of blockchain adoption in [38] was in the provision of
a public blockchain infrastructure in which ways of preventing read access to data in
public networks were not available. Hence, the need for further complex cryptographic
solutions to solve this problem was recommended.

Similarly, cloud computing, a process that enables the sharing of network resources
(such as servers) with easy access via the internet, has been explored for AMI’s larger
data storage and security. This involves the utility center being located in the cloud
instead of a physical utility center; though with limitations such as relative security
and reliability, misconfiguration, limited flexibility and control, and downtime [41, 42].
Hence, better flexible, secured, and reliable techniques can be studied. Nevertheless,
Brito et al. [43] emphasized on some advantages of cloud computing in AMI data secu-
rity which were relative cost reduction, agile, and better self-service management. The
study further leveraged on some Secure Cloud technologies such as Intel software guard
extensions (SGX), OpenStack, and Kubernetes, to provide cloud platforms to run secure
applications in ensuring the confidentiality and integrity of AMI data when running in a
potentially untrusted cloud.

Data privacy of AMI

Privacy, though severally defined by different scholars; has been internationally defined
by the United Nations (UN) as the assumption that everyone should have a self-gov-
erning area known as a “private sphere” that is not subjected to any uninvited interven-
tion [44] expresses this as the ability of individuals to choose who has their information
and what such information is used for. This privacy definition similarly applies to smart
meters’ data privacy.

According to a comparative analysis between data privacy and smart meters carried
out by D. Lee and Hess [45], smart meters’ ability to gather highly detailed information
about the appliances in use over short intervals reveals the socio-economic status and
other private information of such homes. This raises privacy concerns and security risks
as attackers can make relatively accurate inferences on the ongoing activities in homes
and also when no one is home. The comparative study presented four major implemen-
tation strategies for AMI data privacy policies to ensure that the integrated software
(that is, the information communication technology (ICT)), consumption data and the
digitalized electricity system do not lose public confidence [46].

Also, based on a combination of elliptic curve cryptography (ECC) with homomorphic
encryption, [47] suggested a privacy-preserving data aggregation strategy; the ECBDA
Scheme in which the AMI smart meter endorses its encrypted data before transmitting
it to the aggregator which also confirms and aggregates the received messages without
decrypting them. The aggregator in the same way endorses the received messages before
transmitting them to the operation center. This privacy-preserving strategy was found to
have advantages and disadvantages as stated in Table 2.
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Similarly, Gough et al. [48] and Shateri et al. [49] proposed the differential privacy
(DP) method as an efficient way of implementing data privacy in AMI smart meters.
DP is a method in which information in two different datasets is compared in groups
instead of comparing them with individuals. This ensures data privacy in the sense that
individuals do not need to broadcast their private information and the power produc-
ers and energy retailers still have sufficient information to work with. In addition, the
DP method involves the addition of noise to each consumer load profile to protect their
privacy. This is done long before the comparison. However, DP ensures the privacy of
datasets more than the privacy of individual data. Hence, it does not ensure absolute
AMI data privacy; especially where the datasets are not very large enough to be difficult
to trace and identify individuals’ data [50].

Another technique of addressing data privacy in AMI, known as generative adversarial
privacy (GAP) was studied by Shateri et al. [49]. The study revealed that GAP involves
the use of a deep neural network (DNN) which targets minimizing an opponent’s prob-
able greatest loss when decisions made are dependent on the opponent’s possible deci-
sions. In AM], this applies when GAP is used to add a minimal distortion in the form of
noise to the transmitting data for the opponent/attacker to have the least accurate infor-
mation about the smart meters’ data.

Other techniques like anonymization of AMI data (Pseudonyms) for ensuring data
privacy have also been studied by past researchers. Pseudonyms is a method involving
3rd party escrow technique for anonymous data collection in AMI [51].

The summary of the enumerated techniques with their corresponding pros and cons
are tabularly represented in Table 2.

However, both analog meters and smart meters have privacy issues but their chal-
lenges differ as a result of their differences in volume, frequency and the detailed data
gathered [45]. Moreover, the impacts of smart meters’ data privacy concerns are expe-
rienced in various ways [52]. For example, it delayed the enabling legislation of smart
meters in the Netherlands [53], and it was the third highest discussed concern across the
United Kingdom (UK) media [54, 55], it led to public opposition against smart meters
installation in France and North America [56]. Africa isn'’t left out as smart meters’ high
cost despite its privacy issues has limited its deployment to a large extent [57].

Network security of AMI

The AMI communication network provides a path for data and information flow within
the AMI. Kayalvizhy and Banumathi [4] and Ngcobo and Ghayoor [58] explained its
basic components as home area network (HAN), neighborhood area network (NAN),
wide area network (WAN), and the customer gateway with each area network having a
different data rate and coverage area that suits its functionality (Fig. 1).

The HAN

The HAN is a type of network present in a user’s office or home. It is a communication
medium for device interface sensors, relays, etc. It connects the user’s energy monitoring
device to a smart meter to facilitate the user’s real-time energy usage monitoring. This
helps in developing energy-saving habits and also in making informed decisions about a
user’s energy usage [59].
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Coverage Range Data Rate
WAN
10-100km 10 Mbps — 1Gbps
NAN/FAN
100m — 10km 100 kbps — 10 Mbps

Fig. 1 AMI communication networks coverage range and data rate [4]

The WAN
The WAN gathers control and smart meters data/information and sends these readings
to the server. It links the data concentrators (DCs) to the MDMS.

Customers’ gateway

This is the channel between the AMI network and other smart devices within the
customers’ space. For example, the HAN, WAN, etc. as defined earlier. The customer
domain consists of NAN (also known as field area network (FAN)) which connects the
collector that sends data to the control at the utility center to the installed smart meters
in homes, gateway, and the HAN.

Figure 1 shows each of the network’s data rates and coverage area.

However, these networks are prone to several types of attack which can also affect the
transmission of data and information; thereby, making both the data and network inse-
cure. Some of these attacks include but are not limited to replay, spoofing, eavesdrop-
ping attacks, etc. Table 2 illustrates some network security vulnerabilities in AMI, their
corresponding attacks, consequences, and countermeasures [60].

Despite one of the golden rules of cyber-physical security that: “a system risk is greater
than the aggregate risk of its components because, the higher the number of its vulner-
able components, the more difficult it becomes to trace the attacks”; identifying the pos-
sible attacks for the AMI components is still important [11, 61] (Table 3).

Past work done on AMI network security

A lightweight concealed-based security scheme (CBSS) as a secure network for com-
munication/transmission in AMI was proposed [67]. This was achieved via the network
simulator 2 environment together with direct encryption and decryption of any 2 arbi-
trary prime numbers. It also involved base stations, web servers, utility centers, custom-
ers, and smart meter nodes.

The scheme’s prototype development was initiated when connection configuration was
achieved (communication) between the utility center and the customers’ smart meter
with the nodes serving as interface. The smart meter was responsible for detecting and
taking the readings (data) and sending it to the base station through multi-hop commu-
nication, which also sends it further to the gateway and then to the utility center where
operations like the billing exercise take place before being sent back to the customer
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via the same route. (That is, from utility to the gateway, to the base station, and finally
back to the customers’ smart meter where it’s easily received via the internet portal). The
encryption was described to take place at the smart meter and the destination identity
(for authentication) was included with the encrypted message before transmission.

The NS-2 environment was used for the simulation and the network area was chosen
based on the available nodes in the network such that there should be no nodal overlap-
ping in the network. The standard of measurement was the energy consumption and
throughput values, dropped packets, and its delivery ratio which were found to be bet-
ter when compared with previous similar schemes. The paper further emphasized the
importance of securing AMI communication networks from attacks and disturbances.
This was described as any launched attack on the AMI network altering the data in trans-
mission which consequently gave wrong predictions from the utility centers’ accounts
for huge financial loss and can also lead to power outages with debilitating impacts.

Still on the AMI network security, [68] studied the use of multiple layered deep learn-
ing algorithms in Intrusion Detection System (IDS) together with hierarchical Support
Vector Machine (SVM) algorithms, organized in a ranked pattern to accurately detect
attacks in AMI components’ communication network. The study buttressed the use of
machine learning-based Intrusion Detection System (ML-based IDS) as one of the most
used techniques in AMI attack detection in preference to ordinary IDS. This IDS attack
detection technique was said to be carried out by analyzing the AMI network traffic.
However, the proposed system from this study was found better when compared with a
simple deep learning algorithm and SVM algorithms using the standard IMPACT- Intru-
sion Detection Evaluation dataset (that is, the CICIDS 2017 dataset). This is because the
proposed system was found to regularly get updated with current data attacks which
consequently gave a better speed for the detection ratio. The proposed system was simu-
lated using Python 3 on a 4-gigabyte (GB) random access memory (RAM) and core i3
processor type.

In addition, the efficiency of cryptographic techniques in securing AMI networks
was elaborated on [69]. This was said to largely depend on how secure the key in use
is and the method should be scalable to accommodate large AMI network. All this led
this study to propose identity-based cryptography for key generation, key updating, and
lightweight key delivery technique with multicasting feature that involved encryption
and authentication of the delivered keys and physically unclonable function (PUF) for
the hardware part of AMI to avoid key compromise at that stage. According to the study,
these processes were validated on a network simulator; and a key delivery delay and net-
work traffic reduction up to 80% and 27% respectively were recorded.

STM32F2171GH microcontroller which was based on the Advanced Reduced Instruc-
tion Set Computer (RISC) Machine (ARM) cortex M3 architecture was used in mimick-
ing smart meters due to its low power solution, minimized cost, the cryptographic hash
processors and random number generators it possesses.

Also on the cryptographic solution to AMI security, Ghosal and Conti [12] surveyed
the key management system (KMS) as a method of securing AMI. The paper identified
the use of wireless communication as a major source of security problems in AMI and
the security issues spanning from the consumers to the producers. According to this

survey, attacks can be launched via false signal transmission to smart meters or even
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via studying customers’ consumption patterns to strategize new attacks. Considering
these envisaged attacks, the paper recommended the CIA Triad security requirement for
AMI, which employs cryptographic measures; specifically, the KMS.

KMS was described as a system made up of a key organizational framework, key gen-
eration, and distribution alongside some storage policies. The traditional key manage-
ment system which uses a single key was noted for its efficiency but least security; as
obscurity is not a reliable security technique. In addition, three (3) KMS were identified
for security, efficiency, scalability, and versatility. These were versatile and scalable KMS
for AMI large scale (VerSAMI), VerSAMI +, and Batch-VerSAMI as improved versions
for reduced computational head and speed.

Furthermore, KMS techniques in AMI were classified into 3; namely: key graph tech-
nique (the easiest, most efficient, and commonly used technique. It includes the multi-
group key graph and tree key graph), authentication-based technique (such as the
identity-based cryptography and two-level encryption), PUF-based technique (such as
the broadcast group key management and hash chain), and the hybrid technique (such
as the ID-based encryption and Advanced Encryption Standard (AES)).

Furthermore, Dhanesh Menon et al. [70] focussed on utilizing the microcontroller
present in smart meters which calculates the power output and tariff rates. These data
get stored via communication networks and are monitored by some artificial neural net-
work (ANN) protocols to prevent any type of intrusion or attack targeted at it. In case
of any alerted issue from the ANN, the concerned substation will trip off the relay(s)
involved to stop further penetration of the attack. This was termed an ANN Protocol for
blocking the AMI communication network (Table 4).

Past work done on AMI system security

AMI system, despite its notable advantages of accurate energy billings, easy tracking
of power consumption rate, access to cheaper tariffs, easy-to-understand, assisting in
reducing individuals’ carbon footprint, etc., its vulnerability to several cyber-physical
attacks remains a major challenge with different studies carried out primarily to solve
this challenge. Some of these are discussed below.

Ur-Rehman et al. [9] started by differentiating between smart meters and smart meter-
ing systems. Smart meters were described to be devices with digital displays that are
installed at a consumer’s premises to measure and display the consumed power/com-
modity. Whereas, smart metering (also known as AMI) was described as an infra-
structure made up of smart meters, communication networks, and other essential
components for load profiles, load scheduling and remote read-out, billing and account-
ing, bi-directional communication, and other core functionalities. The study further
identified the following security concerns in AMI. These include (a) the attacker models
with different threats such as eavesdroppers, marketing agencies, customers’ manipula-
tions, active and novice attackers/mere crackers (b) the security attacks such as denial
of service (DOS), packet injection, malware injection, remote connect/disconnect, firm-
ware manipulations and MiTM attacks.

Countermeasures to the AMI security challenge were given as encrypted com-
munications, integrity protection, authentication verification (such as digital signa-
tures), IDS, and a gateway-based approach. The paper concluded with a proposed
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Table 4 Tabular representation of the pros and cons of some AMI network security techniques

AMI network security Pros Cons Remarks/

technique recommendation

CBSS scheme Significantly minimized [t's a non-flexible scheme,  More functionalities in
energy consumption and  only developed for the addition to the authentica-
authenticates the network  AMI communication tion and reduced energy

network consumption can be
worked upon

A model of multiple The system gets regularly - The SVM classifier is False alarms from IDS can

layered deep learning updated with current memory and time-con- be worked upon

Intrusion Detection Sys- datasets for a better suming when in use for

tem (IDS) in conjunction detection ratio. larger datasets.

with hierarchical Support - SVM algorithm complex-

Vector Machine (SVM) ity also gets increased

algorithms with an increase in the

inputs’attributes

- A general negative
feature of IDS includes

an alert of false positives/
attack detection which
the study did not address.

Identity-based cryptogra-  Relatively reduced latency - PUF can be denatured The security strength can
phy framework with PUF  and computational under extreme tem- be improved
overhead perature. This weakens the

security strength of the

proposed framework

- Cryptography frame-

works can be hacked via

quantum computing.

ANN protocol for block- High speed of attack Higher occurrence of false  The protocol can be
ing AMI communication  detection detections/alarm improved or hybridized for
network better accuracy.

security-by-design approach (SDA) as a countermeasure for the AMI security chal-
lenge. The SDA involves methods of introducing security into the AMI system by
design rather than adding on when security breaches are already known. This implies
that the AMI building software and hardware will be built in accordance to security
analysis, design, secure implementations, and testing which is in parallel to the analy-
sis, design, implementation, and testing of other components in the system.

Another technique for securing an AMI system is designing it in a secured Scalabil-
ity, Control, and Isolation on Next-Generation Networks (SCION). This was found
to give a better resilient system against possible attacks without decreasing its per-
formance as studied [71]. The study emphasized the fact that the AMI system largely
depends on the international network (internet) as a major means for transferring its
data. Hence, AMI systems become vulnerable to the possible attacks on the internet.

However, SCION is known for its strong resiliency against failure recovery, MiTM,
DDOS attacks, and Border Gateway Protocol (BGP) hijacking (a situation in which
attackers maliciously re-route internet traffic to suit the attack purpose). In addi-
tion, SCION has dynamically re-creatable keys (DRKey) which gives an advantage of
quicker and more secured authentication means. All these features secure the AMI
system without compromising its performance relatively.

Furthermore, in securing AMI systems, Prabhakar et al. [72] proposed a precise and
accurate Median Absolute Deviation (MAD) model for anomaly detection in AMIL
The MAD model was trained with test datasets before introducing the true datasets in

Page 14 of 30
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arriving at the final figures. It was, however, noted in the study that anomaly-based IDS
can detect the least change in the parameters in use, which the signature-based IDS do
not. They only identify/detect known attacks.

Ian Levy [73] discussed the importance of considering AMI system security as an inte-
gration of the security of all its components since considering AMI’s single component
in isolation will likely give incorrect outputs. The study further enumerated the sections
constituting the AMI system to be the smart meter, MDMS, and several communication
networks with their service providers.

Securing the smart meter was recommended to be through a cryptography algorithm
— keyed hashed-based message authentication codes (HMAC) where each meter and
each meter’s message has unique authentication codes and the messages are encrypted.
The smart metering key infrastructure, elliptic curve Diffie-Hellman, and ECDSA keys
were other means of securing transmitting messages in the AMI system to avoid the
system/entire smart grid collapsing, though with limitations as earlier mentioned in
Table 1.

Table 5 gives a summary of AMI vulnerabilities, the consequences/implications of
these vulnerabilities, existing solutions to them, and some specific case studies.

AMI overview and components

Advanced metering infrastructure (AMI), also known as smart metering is an important
component of the smart grid that is usually responsible for the smartness of the grid
[12]. It is an interphase between the user and the utility domains [11]. AMI exhibits a
complex network formation process and comprises several cyber-physical components
that are linked via different communication media and security measures [10] (Table 6).

The structure/major components of AMI
Figure 2 shows the AMI framework which comprises the following elements; 2-way com-
munication channels, smart meters, the meter data management system (MDMS), and
several types of networks (body area network (BAN), home area network (HAN), etc.).

The smart meters are automated meters with additional functionalities of exchang-
ing pricing information and direct load control commands for energy optimization
and active demand response [3]. They consist of metering circuitry that collects and
measures energy consumption (data) and a communication interface for handling
communications with other nodes. The MDMS carries, verifies, processes and stores
collected data before making it available for billing and analysis. Also, connecting
the smart meters to the utility is done via technologies and network interface (the
demand response management system (DRMS)) which control the demands and
allow users to control their level and pattern of electricity usage. In general, the AMI
uses both wired and wireless links (power line and cellular communications) along
with several internet protocols (IP) for its communication processes, and due to their
insecure nature, AMI networks and data are prone to various security threats and
attacks [87].

Below is a summary of the communication media and protocol in AMI as described by
Mattioli, R and Moulinos [88].
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Table 6 Tabular representation of the pros and cons of some AMI system security techniques

AMI system security Pros Cons Remarks/
technique recommendation
Security by design It's a preventive measure It increases the cost of Other corrective measures
approach (SDA) against attacks which AMl installation; thereby  should be used parallel

saves time, cost, and discouraging/delaying its  to SDA.

resources when compared deployment.

to corrective/mitigation - Itis relatively a non-

measures that function flexible security technique

after an attack is launched  that incurs higher costs

and losses are already for Upgrading an already

incurred. built system in cases of

the latest inventions

Scalability, Control and Iso-  Gives strong resiliency - Its implementation Can be hybridized with
lation on Next-Generation  against failure recovery usually requires additional  other techniques for an
Networks (SCION) platform and some other major AMI  overhead to the whole all-round security
for AMI system attacks system which introduces

a longer time for the data
reading process

- Some components of
AMI are not internet-
dependent. Hence, an
anon-internet security
loophole

Wired: Broadband over power lines power-line communication (BPL PLC), distribu-
tion line carrier PLC (DLC PLC), fiber, twisted pair, plesiochronous digital hierar-
chy (PDH), Synchronous Optical Network/Synchronous digital hierarchy (SONET/
SDH), Plain Old Telephone Service (POTS), PoweRline Intelligent Metering Evolu-
tion PLC (PRIME PLC), Meters & More (PLC), American National Standards Insti-
tute (ANSI) C12.18, ANSI C12.21.

Wireless: radio frequency, microwave, cellular, long-term evolution (LTE), general
packet radio services (GPRS), universal mobile telecommunications system (UMTS),
institute of Electrical Electronics Engineers (IEEE) 802.16 worldwide interoperability
for microwave access (WiMAX).

Medium independent: Transmission Control Protocol/Internet Protocol (TCP/IP)
suite, ANSI C12.22.

AMI architecture and its communication protocols
As aforementioned and shown in Fig. 3, AMI interconnects the users/smart meters and
the utilities (utility server and MDMS). This consequently leads to its use of different
protocols; depending on preference and suitability with the communication network.
These protocols can be wired or wireless. For example, a power-line communication
(PLC)-based protocol; as seen in PRIME, which combines with device language message
specification/Companion specification for Energy metering (DLMS/COSEM), the long-
term evolution (LTE) 4G cellular-based protocol, or the ZigBee which combines with
other technologies such as the global system for mobile communication (GSM) [89].

The DLMS/COSEM protocol is the usual protocol for AMI implementation and it
commonly works with PRIME-which is a PLC-based protocol. The DLMS/COSEM

works in a client—server setting where signals/information such as critical alarms are
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directly sent to the client. Here, the end devices are the client and the smart meters work
as the server. Also, this protocol is characterized by features that support some levels
of security. Examples are its message protection feature (which supports cryptographic
protection for maintaining the confidentiality and integrity of any sent or received infor-
mation) and its role-based authentication feature [58, 88].

The long-term evolution (LTE) protocol is a 4G cellular communication protocol that
gives good and secure packet data switching, high capacity, cost-effectiveness, and low
latency when used in the AMI system. Its low-latency unique feature makes it more
advantageous than other communication protocols when implemented in the AMI sys-
tem, where reliable security measure is a trade-off for latency [73, 90, 91].

The ZigBee protocol is specifically designed and mostly used in low-power devices/
applications (devices with data rates of 250kbps or less). Though technically possible for
ZigBee to be used through a PLC as seen in AM], it is usually used through a physical-
MAC layer of the IEEE 802.15 standard. It also possesses some communication security
features; which is an advantage when used in AMI [88].

The PLC-based protocol exists as either narrowband or broadband PLC. The broad-
band is characterized with a relatively high frequency within the range of 2—30 MHz, a
relatively high data rate but a disadvantage of relatively high cost. However, with attenu-
ation being proportional to frequency (which is high), there’s a need for repeaters which
introduces additional cost and also latency to the system. Hence, in ensuring maximum
reduction of latency in AMI operations, the broadband PLC is not advisable [31].

The narrowband PLC on the other hand is characterized by lower carrier frequen-
cies which annuls the need for repeaters. Examples of this type of PLC are PRIME and
G;-PLC. The PRIME Protocol is a public, non-proprietary narrowband power-line com-
munication protocol (NB-PLC) that is mostly used in AMI for fulfilling the present and
future needs of the smart grid. PRIME has been implemented in over 20 million smart
meters across fifteen countries [92] and the G;-PLC implemented in more than 80 mil-
lion devices in over 30 countries [93].

PRIME protocol is based on international standard ITU G.9904 and it’s made up of lay-
ers such as the physical layer (which uses Orthogonal Frequency Division Multiplexing-
OFDM modulation to receive and transmit data packets between nodes), convergence
layer (which groups network traffic to their corresponding MAC layer), Media Access
Control (MAC) Layer (which also gives access, bandwidth, topology resolution and con-
nection management) and other layers as shown in Fig. 4 [94].

In addition to the discussed communication protocols for AMI, there also exists the
Open Smart Grid Protocol (also known as GS OSG 001) and the Meters and More (M &
M) Protocol, both with different features. The former defines different specifications that
control the application of smart grid components like the AMI over the standard com-
munication network. It gives reliable and efficient delivery methods for data transfer/
control to smart meters. It also aids load control modules, gateways, and solar panels.
The latter protocol is a centralized system that controls the network metering process.
It improves the robustness and agility of the communication network in use and also
allows automatic network configuration, transmission management, and ease in the
usage of the 128-bit AES encryption method [31, 34, 35].
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A tabular summary of some of the vulnerabilities of AMI protocols and suggested

countermeasures are given in Table 7.

Countermeasure techniques

The countermeasure techniques for AMI cyber-physical threats and attacks can be broadly
classified as either cryptographic or non-cryptographic techniques. The non-cryptographic
techniques exist as battery-based load hiding or physically unclonable function (PUF).
However, the battery-based load hiding has major disadvantages of relatively high cost and
shorter lifespan which discourage its usage in securing AMI [100, 101].

However, the PUF, despite its high-security function under relatively standard conditions,
easily gets denatured under extreme weather conditions/temperature; thereby, weakening
its security strength [27]. This leaves the cryptographic technique as the deplorable method
of securing AML

Table 7 Tabular representation of AMI protocol vulnerabilities, its implications/consequences, and

existing countermeasures

S/N  AMI protocol type

AMI protocol vulnerability and
its consequences

Existing countermeasures to the
vulnerability type

1

2

3

4

Zigbee

Wireless fidelity (Wi-Fi)

Power-line communication (PLC)

Cellular network (LTE, 3G,4G, 5G)

Zigbee networks are susceptible
to eavesdropping, replay attacks,
communication interruption, and
unauthorized access due to the
weak encryption in their default
configurations. This consequently
compromises the confidentiality,
integrity and availability of the
transmitted data and services in
general [80]

Vulnerable to attacks such as

the service set identifier (SSID)
forgery, evil twin attack, etc. which
compromises the confidentiality
and integrity of the transmitted
data and or signals [96].

PLC-based AMI systems can be
susceptible to signal intercep-
tion, relay attacks, and signal
injection attacks if the power-
line communication medium

is not adequately secured.
Consequently,resulting into signal
manipulations [98]

Cellular networks used for AMI
communication may be sus-
ceptible to interception of data,
SIM card cloning, and denial-of-
service (DoS) attacks, targeting
network infrastructure. Thereby,
energy losses from data manipu-
lations, unavailability of services,
etc. [15]

Implementing strong encryption
algorithms (e.g.,, ECC and AES-128)
- Usage of unique network keys

- Regularly updating firmware to
patch known vulnerabilities.

- Segmenting Zigbee networks

to limit the impact of potential
compromises [95]

- Implementing Wi-Fi Protected
Access (WPA2 or WPA3) with strong
encryption and authentication.

- Enabling intrusion detection and
prevention systems (IDPS).

- Regularly monitoring network
traffic for suspicious activity.

- Enforcing strong password
policies and usage of secure Wi-Fi
configurations [97]

- Implementing efficient encryp-
tion and authentication protocols
designed for PLC communication

- Usage of signal filtering and error-
checking mechanisms to detect
and prevent signal manipulations

- Conducting regular security
assessments of PLC infrastructure to
identify and mitigate vulnerabilities
[99]

- Implementing efficient encryption
and authentication mechanisms
provided by the cellular network
operator

- Usage of virtual private networks
(VPNs) to secure data transmission

- Deploying firewalls and intrusion
detection systems (IDS) to monitor
and protect network traffic [15]
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The cryptographic technique involves the use of public/asymmetric key, private/symmet-
ric key, hashing, homomorphic encryption, and hybrid schemes involving the combinations
of any of these techniques to achieve the security objectives of confidentiality, integrity,
authentication, availability, and non-repudiation of information in AMI [5].

In achieving these security objectives, different cryptography methods work better for
different cryptography processes. For example, Advanced Encryption Standard (AES), and
Data Encryption Standard (DES). Elgamal scheme or Rivest-Shamir Adleman (RSA) algo-
rithm is a suitable technique for achieving secured data encryption with high complexity.
However, the smart grid being an Internet-of-Things (IoT) device with limited storage capac-
ity, limits the cryptography type applicable to securing it since most cryptographic functions
involve large computations. Hence, lightweight cryptography (commonly known as the ellip-
tic curve cryptography (ECC)) modifications have been explored to suit AMI security.

Vahedi et al. [47] and Sunuwar and Samal [102] proposed a privacy-preserving scheme
using ECC based on the Elgamal cryptosystem with relatively: efficient computation cost
for the users, lesser computation, communication overheads when compared to other
schemes, and security in the absence of quantum computing.

In summary, listed below are the general measures and recommendations for mitigating
these threats and attacks.

1. Employee training: This involves conducting comprehensive training programs for
employees, emphasizing security best practices to mitigate the risk of social engi-
neering attacks and other security breaches.

2. Physical security measures for SMs: Designing smart meters with effective physical
security features to thwart tampering attempts

3. Authentication: Implementing stringent authentication measures such as signature
schemes for smart meters to deter unauthorized access. However, this alone does not
maintain the meter’s data integrity and confidentiality as achieved by the encryption
method.

4. Software updates: Regularly and timely provision of software updates is crucial to
address vulnerabilities and enhance the overall security of the AMI system.

5. Encryption: It is important to incorporate robust encryption in the smart meters to
safeguard the energy data both during transit and when stored. The cryptography
encryption method, specifically the key management system (KMS) as mentioned
earlier, has been found efficient for AMI [103].

Open issues/future research
As technology evolves rapidly, securing AMI becomes a challenge; especially with the
advent of quantum computing. This is because quantum computers can successfully
breach existing renowned AMI cryptographic security [104]. Hence, hybridizations and
modifications of existing quantum-resistant security schemes such as quantum encryp-
tion, and post-quantum cryptography (PQC) with lightweight techniques of lesser com-
putations can be explored in future research for efficiently securing AMIL

In addition, the implementation of advanced blockchain technology and machine
learning techniques can also be investigated for accurate detection and mitigation of
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threats and attacks in AMI. Below are some of these existing advanced countermeasures
techniques for AMI security which are still open to further research.

Implementing lattice-based cryptography which is a type of PQC scheme, for AMI
security against quantum and classical attacks, was investigated and found compatible.
Its variant schemes with lesser delay and lesser computational complexities are encour-
aged to be developed [86, 104, 105]. Artificial intelligence methods/machine learning
techniques were also explored for AMI security [106, 107]. The techniques were found
to be relatively accurate with a high detection rate. However, the advanced blockchain
technique was also successfully implemented for smart metering security against classi-
cal and quantum attacks; though with limitations of high latency/delay [28, 108, 109]. All
these advanced techniques for securing AMI are open to improvements for future work.

Conclusions

This paper gives a comprehensive review of the privacy and security of AMI data and
networks. This comprises the existing related review papers for AMI data and network
vulnerabilities and their proposed countermeasure techniques with their strengths,
and limitations. Based on these reviews, the key management cryptographic technique
emerged as the most deployed promising solution to AMI vulnerabilities among others.

The uniqueness and contributions of this review paper lie in its identification of the
existing state-of-the-art AMI security techniques. These are the PUF, Al, PQC, QE,
blockchain techniques, etc. with their pros and cons, specific vulnerabilities of the AMI
system and its protocols, and the impacts of these vulnerabilities, with their correspond-
ing countermeasures, and possible future research in this area.

Some of the identified vulnerabilities of the AMI system and protocols include weak
authentication and encryption techniques, adversarial attacks on smart meters’ data,
and Al-power jamming attacks. While some of the mentioned impacts of these vulner-
abilities include the FDI, MiTM attacks, eavesdropping, and delays/obstruction in data
transmissions.

As part of the stated contribution of this review paper, relatively improving advanced
countermeasure techniques such as the PQC, and advanced blockchain techniques to
reduce their accompanying large delays/execution time, and or hybridizing them with AI
techniques for improved efficient security can be explored for future work.

Abbreviations

SG Smart grid

AMI Advanced metering infrastructure

ICT Information communication technology

ECC Elliptic curve cryptography

loT Internet of Things

AES Advanced Encryption Standard

DES Data Encryption Standard

RSA Rivest-Shamir Adleman

CIA/AIC Confidentiality, Integrity, Availability/Availability, Integrity, Confidentiality
USA United States of America

MITM Man-in-the-middle

KMS Key management system/key management scheme
SMS Short message service

IDS Intrusion detection system

DOS Denial of service

DDOS Distributed denial of service
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CBSS
SVM

ML

ARM

RISC
VerSAMI
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SDA
SCION
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DRKey
MAD
SDA
DRMS
PRIME
PLC
DLMS/COSEM
NAS
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RLC

MAC
PDCP
PDU

0SG
UL-SC-OFDM
DL-OFDM
WIMAX
M &M
NS-2
GPRS
UMTS
IEEE

BPL

DLC

PDH
SONET/SDH
POTS
ANSI
TCP/IP

L

Meter data management system

False data injection

Identity

United Nations

Elliptic Curve-Based Data Aggregation

Differential privacy

Generative adversarial privacy

Deep neural network

United Kingdom

Home area network

Neighborhood area network

Wide area network

Field area network

Infrastructure area network

Smart meter(s)

Utility center

Data center

Hash Message Authentication Code

Physically unclonable function

Internet Protocol

Concealed-based security scheme

Support Vector Machine

Machine learning

Advanced RISC Machine

Reduced Instruction Set Computer

Versatile and scalable key management scheme for AMI
Artificial neural network

Security by design

Scalability, Control and Isolation On next generation Networks
Border Gateway Protocol

Dynamically Recreatable Key

Median absolute derivation

Security by design approach

Demand response management system

PoweRline Intelligent Metering Evolution

Power-line communication

Device Language Message Specification/Companion Specification for Energy Metering
Non-access stratum

Radio Resource Control

Radio Link Control

Medium Access Control

Packet Data Convergence Control

Protocol Data Unit

Open Smart Grid

Uplink-Single Carrier-Orthogonal Frequency Division Multiplexing
Downlink-Orthogonal Frequency Division Multiplexing
Worldwide Interoperability for Microwave Access
Meters & More

Network Simulator Version 2

General Packet Radio Services

Universal Mobile Telecommunications System

Institute of Electrical Electronics Engineers

Broadband over Power Lines

Distribution Line Carrier

Plesiochronous Digital Hierarchy

Synchronous Optical Network/Synchronous Digital Hierarchy
Plain Old Telephone Service

American National Standards Institute

Transmission Control Protocol/Internet Protocol

Lawful interception
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