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Abstract

In the era of rapid technological advancement, the Internet of Things (IoT) has revo-
lutionised healthcare through systems like the Telecare Medicine Information System
(TMIS), designed to streamline patient-doctor interactions and enhance medical
treatment. However, the transmission of sensitive patient data over inherently inse-
cure Internet channels exposes it to a spectrum of security risks. Protecting patient
medical privacy and ensuring system reliability necessitate mutual authentication
between both patients and medical servers. TMIS relies on robust authentication
mechanisms, and combining passwords and smart cards has been a recognised
approach for mutual authentication. This research introduces an innovative three-
factor authentication technique with perfect forward secrecy by leveraging the power
of Elliptic Curve Cryptography (ECC) in tandem with smart cards. Additionally, we have
incorporated biometric authentication with a Fuzzy Extractor technology to enhance
the security and reliability of the system, setting a new standard for user authentication
within the realm of Social loT healthcare. The use of ECC in the method is justified due
to its compact key size and robust security measures, making the solution both effi-
cient and secure. The proposed method safeguards user privacy by permitting regis-
tered users to change their passwords without divulging their identity to the server.
The Burrows—Abadi-Needham logic (also known as the BAN logic) serves as a proof-
of-concept for the proposed scheme’s security. Our system provides privacy protection
along with mutual authentication and session key negotiation at a considerably low
computation cost and communication cost of up to 71.03% compared to the other
four relevant techniques, making it more useful in real-world scenarios.

Keywords: User authentication, User anonymity, loT, Key agreement, Healthcare,
Elliptic curve cryptography, BAN logic

Introduction

With technology changing quickly and Internet of Things (IoT) gadgets used by a lot
of people, the healthcare business has changed in big ways. E-healthcare apps, which
allow for online tracking, diagnosis, and treatment, are starting to look like a good way
to make healthcare services more accessible and improve quality. However, ensuring
that users’ health data is private and safe in an open route is subject to both passive and
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active attacks, and it remains a major worry. In the context of Social IoT, where intercon-
nected devices and users collaborate and share information, secure anonymous mutual
authentication is essential in safeguarding the privacy and integrity of e-healthcare ser-
vices. Traditional authentication mechanisms, such as username and password combi-
nations, are no longer sufficient in the face of increasingly sophisticated cyber threats.
Therefore, the development of robust authentication schemes that incorporate multiple
factors while preserving user anonymity is imperative.

Authentication protocols are crucial cryptographic security mechanisms used to vali-
date users and establish shared encryption keys, playing a vital role in securing commu-
nication within the Internet of Things (IoT); however, the [oT authentication landscape
faces persistent challenges concerning both security and efficiency. Despite the primary
goal of enhancing security, certain IoT authentication protocols fall short due to insuf-
ficient consideration and potential design vulnerabilities. On the one hand, evolving
research demands more comprehensive security requirements that many previously
proposed protocols struggle to meet, while on the other hand, newly introduced “secure”
protocols have, at times, revealed hidden security weaknesses upon closer examination.

Efficiency is another pivotal challenge in IoT protocol design, particularly for resource-
constrained IoT environments where limited CPU, memory, and battery resources
necessitate streamlined authentication schemes. Therefore, successful IoT authentica-
tion designs must not only ensure robust security but also prioritise efficiency, including
reduced computational and communication overheads, to ensure practical implemen-
tation across IoT hardware. In this context, the research on practical authentication
protocols recognises the paramount role of security. While some lightweight authenti-
cation schemes have proven effective against general attacks, there remains a dearth of
in-depth exploration of schemes tailored for specific conditions, such as prolonged key
leakage, especially in the context of the 10T, where both high computing and communi-
cation efficiency are imperative [1-7].

Motivation

The convergence of Social Internet of Things (SIoT) along with Telemedicine informa-
tion systems (TMIS) has enabled the development of innovative healthcare apps that
have the potential to revolutionise the field. These applications enable remote patient
monitoring, enhance patient involvement, and foster collaborative treatment. How-
ever, the exchange of sensitive patient data and the interconnected nature of these
systems raise significant security and privacy concerns. Ensuring the confidentiality,
integrity, and availability of healthcare information is crucial to building trust and
confidence among patients, healthcare providers, and other stakeholders. Traditional
security mechanisms may not be sufficient to address the unique challenges posed by
SIoT TMIS healthcare applications. The need for robust security solutions that can
protect patient data, authenticate users, and prevent unauthorised access becomes
imperative. Moreover, privacy concerns regarding the collection, storage, and trans-
mission of personal health information require careful consideration. In this context,
an ECC and Hash-based solution emerges as an appealing approach to enhance secu-
rity and privacy in SIoT TMIS healthcare applications. ECC offers strong encryption
and authentication capabilities, while Hash functions to ensure data integrity. By
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leveraging these techniques, healthcare organisations can establish a secure and pri-
vate environment for data exchange, enabling efficient and reliable healthcare services
while safeguarding patient information. This paper aims to explore the potential of
ECC and Hash-based solutions in addressing security and privacy challenges in SIoT
TMIS so healthcare providers and system designers can make informed decisions to
protect healthcare applications. By understanding the benefits and implementation
aspects of these techniques, sensitive patient data mitigate security risks and build
resilient and trustworthy SIoT TMIS ecosystems.

Overall, the motivation behind this research is to bridge the gap between the grow-
ing importance of SIoT TMIS healthcare applications and the need for robust security
measures. By exploring the potential of ECC and Hash-based solutions, this paper
aims to contribute to the development of secure, privacy-enhanced, and reliable
healthcare systems that can effectively serve patients, healthcare providers, and stake-
holders in the digital age.

Contribution

Recently, Sahoo et al. [8] introduced a three-factor authentication scheme based on
Elliptic Curve Cryptography (ECC) tailored for healthcare systems utilising Internet
of Things (IoT) devices. However, their scheme falls short of ensuring user untrace-
ability. Furthermore, it is worth noting that public-key cryptography-based methods,
as mentioned earlier, exhibit certain security vulnerabilities and entail time-consum-
ing operations. Consequently, these authentication schemes may not be well-suited
for the unique demands of e-health environments. Based on the work of Sahoo et al,,
this paper presents an enhanced three-factor authentication protocol that can both
address the shortcomings of Sahoo et al. and offer more comprehensive security in
terms of perfect forward secrecy and resistance to special attacks. It also achieves
lower computing overhead and communication overhead, allowing security and effi-
ciency to coexist. Below is a summary of the paper’s contributions.

1. Building on the work of Sahoo et al,, a safe and effective three-factor authentication
technique is suggested that offers the lowest communication and computing costs
when compared to similar state-of-the-art techniques.

2. In addition to its high efficiency, the suggested technique achieves more security
characteristics than current mutual authentication protocols and offers perfect for-
ward secrecy.

3. We have incorporated biometric authentication, coupled with Fuzzy Extractor tech-
nology, which adds a layer of security that ensures the authenticity of users and pro-
tects against impersonation.

4. The scheme has undergone thorough security assessments, formally by the use of
well-established BAN logic and informally, validating its robustness against potential
threats. The results of our performance comparisons indicate that our scheme offers
a high level of security while keeping its computation and communication overheads
at an acceptable level.
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The present article is organised in an orderly manner as follows: The “Related work”
section offers an extensive and thorough examination of the relevant literature. The
“Basic terms” section provides an overview of the fundamental prerequisites of the
approach and the model used to assess potential threats. The “Problem formulation” sec-
tion provides a comprehensive overview of the technique and constituent elements of
the proposed secure anonymous mutually authenticating approach, which is based on
a three-factor framework. The “Proposed system” section of the paper delves into the
comprehensive examination of the scheme’s security, including both formal and infor-
mal analyses. The “Analysis of security measures” section assesses the efficacy of the
suggested methodology. In conclusion, the “Security requirement discussion” section
provides a comprehensive assessment of the contributions made in this study, as well as
suggested avenues for future research in the field.

Related work

The investigation of various mutual authentication techniques for TMIS has garnered
the interest of several scholars. The authors have provided a range of mutual authentica-
tion mechanisms for TMIS, including password-based, smart card-based, and biomet-
ric-based strategies. These methods were based on the utilisation of RSA, chaotic map,
and ECC cryptosystems. Since the beginning of the decade, many authentication and
key agreement techniques [1-3] have been introduced, and it has been shown that many
of these approaches are susceptible to several well-recognised security vulnerabilities.

The biometric-based authentication approach for TMIS, which depends on a hash
function, was presented by Tan et al. in their paper in 2013 [4]. The individual said that
their methodology demonstrates superior performance compared to established profi-
cient systems in regard to user authentication process, key agreement effectiveness, and
security. In their study, Yan et al. [5] introduced an enhanced technique and argued that
Tan’s approach is more prone to DoS attacks.

In the same year, Xin et al. [6] proposed an authentication approach that leverages
elliptic curve cryptography to augment the efficiency and security attributes of the
authentication mechanism. In a further study conducted in 2014, Islam et al. [7] identi-
fied some vulnerabilities in the technique proposed by Xu et al. [9]. Specifically, their
findings revealed that the system is susceptible to replaying attacks and lacks robust
authentication process, smart card revocation, and proper password reset mechanisms.
In response to the limitations identified in the methodology used by Xu et al., Islam et al.
put out an alternative framework. The research done by Mishra et al. [11] has shown
that the system created by Yan et al. [5] has identified shortcomings in relation to user
secrecy and susceptibility to guessing password. Turkanovi¢ et al. [26] introduced an
innovative authentication along with a key agreement method for enhancing the secu-
rity of various wireless ad hoc networks within the framework of IoT. The strategy used
in their methodology integrates the usage of lightweight procedures, hash functions,
and XOR operations. Additionally, it encompasses many characteristics like authentica-
tion through mutual key agreement, password modification, and dynamic node addi-
tion. The authors furthermore said that their methodology exhibits resilience against
diverse challenges, concurrently reducing expenses and guaranteeing optimal per-
formance. Moreover, Amin et al. [10] have asserted that Mishra et al’s [11] approach
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exhibits vulnerabilities pertaining to system impersonation, smart card loss, and session
key computation attacks.

In a research done in 2016, Farash et al. [12] revealed many security flaws inside the
approach given by Turkanovi¢ et al. The issues included in this context consist of user
traceability, absence of sensor node incognitivity, susceptibility to stolen card assaults,
and exposure of the session key.

In their study, Amin et al. [27] identified many vulnerabilities in the system devel-
oped by Farash et al. [12]. These weaknesses include compromised anonymity for users,
a recognised session-specific spoofing attack, a conventional password-guessing threat
facilitated by stolen smart cards, and the presence of unprotected gateway node encryp-
tion keys. The researchers used hash functions as a means to develop a patient surveil-
lance system. However, the method used by the previously stated corporation lacks the
characteristic of complete secrecy which is forward and is susceptible to remote guess-
ing of password attacks, as demonstrated in reference [13]. Irsad et al. [28] along with
Chaudhry et al. (year not specified) have identified the vulnerability of Amin et al’s (year
not specified) methodology to offline guessing of password and impersonation attacks.
Das [14] used distinct biometric characteristics including a temporal credential in order
to accomplish mutual authentication. In contrast, Wu et al. [15] asserted that Das’
method exhibited susceptibility to offline prediction and de-synchronisation attacks.
Moreover, Das’ methodology was shown to be inadequate in ensuring robust forward
security [14].

In the year mentioned, Jiang et al. [16] introduced the Rabin cryptosystem as well as
biometric template as a means to establish an effective authenticated key agreement pro-
cedure. Nevertheless, the system under consideration is vulnerable to possible threats,
like the acquisition of sensor nodes, and fails to provide sufficient assurance for the secu-
rity of session keys. Furthermore, the used approach provides an additional degree of
complexity due to the incorporation of the verification table.

In their study, Amin et al. [17] proposed an approach that leverages the capabilities of
IoT-connected gadgets. One of the basic issues faced in the context of IoT ecosystem is
the substantial volumes of data produced by many intelligent devices. As a result, com-
puting in the cloud is used to facilitate the manipulation of large quantities of data. How-
ever, the used approach is vulnerable to both malicious attacks by insiders and smart
card loss attacks.

Jia et al. [18] presented a technique of authentication for an electronic healthcare net-
work operating within a fog server setting throughout the year that was specified. This
approach made use of biometric data. The fog nodes are required to perform preproc-
essing on the data collected from IoT devices and afterwards react to commands from
users or the cloud.

Zhang et al. [19] published a paper in 2018 in which they presented a solution for
preserving patients’ privacy in E-Health systems. This approach makes use of dynamic
authentication in conjunction with a three-factor key collaboration process. The
assertion was made that the biometric verification might be performed on the server,
although the server itself would not have access to the biometric data. In place of the
more traditional password table, dynamic authentication is utilised for users to log in.
This helps to ensure that users remain anonymous. The strategy that was developed by
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Zhang et al. has the goal of reducing the costs of calculation and transmission that are
connected with computerised healthcare systems, while at the same time guaranteeing
that the necessary precautions are taken to protect patient information. This is achieved
via the use of hash functions as well as bio-hash functions. In 2019, significant security
flaws were found in the methodology presented by Zhang et al. [19], according to the
findings of Aghily et al. [20]. These vulnerabilities included user traceability, which is a
desynchronisation threat, an internal attack, and a denial-of-service attack.

Consequently, the authors put forth a novel and efficient programme for IoT E-Health
systems, encompassing three essential components: three-factor authentication, control
of access, and ownership transfer. The primary objective of this proposal is to rectify the
limitations present in Zhang et al’s scheme while simultaneously establishing a mecha-
nism for controlling access that enables a seamless transfer of authority from a patient’s
current physician to a new one.

The authors Chatterjee [21] introduced a hash-based authentication technique
designed specifically for use in wireless body networks of sensors. Significant security
flaws were found in the methodology presented by Zhang et al. [19], according to the
findings of Aghily et al. [20].

In an identical year, Lee et al. [22] proposed an anonymised user authorisation system
that was intended for use in circumstances involving the Internet of Things. As stated
by Lee et al. (year), their suggested system was designed to mitigate a variety of secu-
rity threats, some of which include stolen mobile devices attacks, user pretending to be
someone attacks, replay crimes, stolen verification attacks, privileged-insider acts of vio-
lence, sensor node impersonation acts of violence, and session-specific temporary data
attacks. All of these threats were taken into consideration when designing the scheme.
In addition, the goal of their method was to offer a number of different security char-
acteristics, including user confidentiality, untraceability, authentication across gadgets,
session key contract, local recognition of users, consumer-friendly username and pass-
word changing, and forward secrecy. All of these elements were intended to be imple-
mented. The study conducted by Ya-Fen et al. [23] included a comprehensive analysis
of the approach proposed by Lee et al. The researchers found a number of problems,
including failures in sensor node authentication and mobile node permission, as well as
a replay attack, a denial-of-service assault, and compromised user untraceability.

In the year 2021, a group of researchers headed by Sahoo et al. [8] proposed an authen-
tication mechanism that employs elliptic curve cryptography (ECC). This approach was
developed primarily for use with healthcare systems that were facilitated by the Web and
the Internet of Things (IoT). Nevertheless, their methodology fails to ensure the ano-
nymity of users. The aforementioned systems based on public-key cryptography exhibit
some security vulnerabilities and need time-intensive procedures [8, 23, 24].

In 2022, a quick authentication strategy for e-health applications was suggested by
Zhang et al. [25]. Nevertheless, the computing burden associated with their methodol-
ogy is disproportionately large in contrast.

Basic terms
The next part provides an overview of the mathematical foundations used inside the

system.
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Elliptic curve

The syntax of E;;, (a, b) denotes an elliptic curve E;,, which is characterised by its ellip-
tic form and has been assigned over a limited primitive field Z,. The equation of a
non-singular elliptic curve may be expressed as b>=a®+ mae + n, where m, n, and Zp
are constants. It is required that the equation satisfies the condition 4a®+ 27b* mod
p=0. The identity element, denoted as O, is defined as either the point at which noth-
ing happens or the location of the point at infinity. Scalar multiplication may be for-
mally defined as the process of repeatedly adding a scalar to itself. Let G denote a
chosen basal point in the elliptic curve Ep, where Ep has an order of n. If the value of
G exceeds Ep, then the sum of # occurrences of G, denoted as nG, may be expressed
as the sum of G added to itself n times.

Hash function
Consider a hash function denoted as H, which is responsible for mapping input data
to a hash value or a hash code of defined size. The features that are seen to be charac-

teristic of determinism and collision resistance are as follows:

1. The function H(a) denotes the use of a hashing function H on the input a, yielding the
associated hash value. The function that generates the hash H has the characteristic of
determinism, meaning that for every given input a, the output H(a) remains consist-
ent. Additionally, the computation of H(a) is performed in an efficient manner.

2. The hash value, referred to as “hash’, is the result of applying the hashing function H
to the data being entered a. It is represented as a string with a fixed length of charac-
ters as well as a numerical number.

3. A hash function is collision-resistant if it is computationally impossible to discover
two separate inputs, a and b, that produce the same hash result (that is, H(a) equals
H(b) and a not equal to b). This is because it is impossible to find two inputs that
produce the same hash result using the same hash function.

Fuzzy extractor

The term “fuzzy” is associated with the predefined values used in the use of cryptog-
raphy which are derived from values that have a resemblance to, but not an exact rep-
lication of, the original key, thereby ensuring the requisite degree of security remains
intact. Fuzzy extractors employ a combination of functions to generate secure keys,
handle variations or errors, and enable reliable authentication in the presence of slight
differences in the input data. Yevgeniy et al. [29] proposed the use of an extractor to
remove a nearly randomised string “s” from the biometrical input 'i;” with a degree of
tolerance for errors. When there is a change in the input, but it stays in proximity to
the initial input, a fuzzy extractor is capable of extracting the same output. In order
to get the IP address from a fresh biometrical input, a uniformly randomised string is

constructed by the use of the following two operations:
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1. The generation function (Gen) can be expressed formally as Gen(ip) =(s,r), where
i, represents the input. The programme produces an outcome of a randomly gener-
ated string, denoted as s, within the range of {0, 1}, together with an auxiliary string,
denoted as r.

2. The Reproduction function (Rep) is designed to accept a noisy biometric input (i)
and its matching random auxiliary string (r) in order to recover the original string
(s). The function may be represented as Rep(iplr) =s.

Security requirements

Ensuring robust protection of patients’ privacy is of paramount importance within
e-health systems. Based on the actual circumstances, an authentication method for the
system mentioned above must satisfy the following criteria.

1. The occurrence of resistance in response to many recognised attacks. The authen-
tication system should demonstrate the capacity to successfully counteract several
prevalent e-health attacks, including impersonation attacks, as well as other similar
threats.

2. Mutual authentication is the procedural mechanism whereby both parties engaged
in a communication transaction mutually validate and confirm each other’s identi-
ties. Once the implementation of the system for authentication has been completed,
it becomes essential for both the individual receiving treatment and the healthcare
server to undergo authentication procedures in order to ensure effective communi-
cation.

3. The concepts of anonymity and untraceability. The preservation of patient privacy
has the utmost importance within the healthcare industry. The proposed methodol-
ogy should ensure the concealment and non-traceability of patients” authentic identi-
ties inside the text messages they transmit.

4. Biometric protection refers to the use of biological characteristics, such as finger-
prints, iris patterns, or facial recognition, as a means of safeguarding access to sensi-
tive information or physical. Patients should not have to be apprehensive about the
potential disclosure of their biometric data when employing e-health services. Con-
sequently, in the context of patient identification by biometric data, it is essential for
the system to provide robust safeguards for biometric information.

5. The notion of three-factor anonymity is a basic concept within the realm of infor-
mation security. Maintaining the secrecy of a patient’s personal information is of
utmost importance, even in the scenario when two keys are revealed to an unauthor-
ised entity. In order to safeguard patient confidentiality, it is essential that the system
include a three-factor secrecy mechanism.

Threat model

According to e-health system security criteria, an adversary A against the proposed
method is an active attacker who is assumed to have access to the message passing
through the network and has the capabilities provided in the following:

Page 8 of 23
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1. A owns authority over the communication channel and possesses various attacks
throughout the execution phase, such as intercepting messages, postponement,
replaying, deletion, and modification.

2. A sort of channel attack is executed by A in order to get the confidential information
retained on the user’s smart card.

3. Power analysis and reverse engineering methodologies may be used to extract confi-
dential data from smart cards.

4. A potential attacker has the capability to compromise either the secret key, smart
card information, password, and biometric information individually, but not all of
these elements simultaneously.

5. An individual may be categorised as either a member of the insider group or an out-
sider.

Problem formulation

According to the research that has been done, it is found that many smart card-based as
well as biometric-based authentication techniques are suggested for use in health care
systems that use RSA, ECC, and other encryption algorithms. On the other hand, the
majority of these plans have not been able to protect against all of the known security
risks. In this scenario, an authentication strategy that makes use of ECC and is enabled
by the IoT has been developed. This approach defeats the majority of the recognised
security risks.

Proposed system
In this discourse, it delves into the intricacies of the anonymous three-way authenti-
cation technique specifically designed for Internet of Things (IoT) healthcare applica-
tions. Table 1 presents a comprehensive overview of the symbols and abbreviations used
throughout the course of this scholarly article.

The proposed system consists of three key participants: the Telecare server (Tj), a
patient (Pi), and a registered centre (R). The composition consists of five stages as shown
in Fig. 1, which will now be examined, and Fig. 2 represents the flowchart of the model.

Initialisation phase
The enrollment centre (R) chooses a non-singular elliptical curve Elp(x,y) spanning a
finite field Z, in order to initialise the entire system.

A large prime number p is selected from the finite field Z, associated with an elliptic
curve. The variable R chooses a point Pt from the curve E;,(x,y) inside the finite field Z,.
The user proceeds by selecting a master key, denoted as mk, and then calculates the pub-
lic key, Pub, as the product of mk and Pt. Subsequently, R generates a pair (g, b) and des-
ignates the private key as (4, b, mk), whereas (E,, Pt, Pub) is designated as its public key.

Registration phase
This stage encompasses two distinct stages: the server enrollment phase as well as the
patient enrollment step. The steps for enrollment are outlined in Table 2.
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Table 1 Notation summary
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Notation Description

P, i Patient/user

T; " Telecare medical server

S; Server () identity

PID; Patient (i) identity

PP, Patient (™) password

mk Shared private key among R and T;
Ksp Session key (Server and Patient)
I Concatenation operation

A, Auxiliary string

R Registration centre

S Smart card

RI Registration Centre Identity

PB, Patient (i) Biometric

hixly) Master key by R

@ Ex-OR operation

h() One-way secure hash function
4 Message exchanged

RN Random number

Gen(w) = (R,A,)

Advk
E(k)
D(k)

i/p(w) R, —Random string
A—Auxiliary string
Adversary

Encryption

Decryption

Telecare server enrollment

The telecare server, denoted as T), begins the registration process by executing a series

of procedures to establish its connection with the registration centre.

Step 1: The server autonomously determines its identification SI; and it transmits

to the enrollment centre via a safe communication channel.

Step 2: When a message is received, the R initiates a process wherein it creates a

random number, denoted as RN;. Subsequently, the R proceeds to calculate RN,

which is derived from the concatenation of RN; with the hash of the concatena-

tion of x and y as RN;;=h(RN)||h(a||b)). Here, x and y represent the master keys

that have been created by the signing-up centre. Subsequently, the software pro-

gramming language R saves the variables RNy; and SI; and proceeds to transmit

the variable RNj; exclusively to the entity T; over a secure communication chan-

nel, with the intention of preserving it for further use.

Phase of patient registration

The registration process for a new patient at the registration centre involves the fol-

lowing phases.
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SERVER

8. Authentication of patient

9. Authentication message

1. Request Sid

2. Random no.
 E ———

Fig. 2 Flowchart of proposed work

Table 2 Registration phase

4. Request PID., PP, PB
et 7™ | REGISTRATION
CENTRE
computes
Storage
3.PID,, PP, , PB,
. \ 5. Issues VSM
7. Login 6. Insert Pati - :
request VSM PID, sz.ent(l.l) identity
. PP, - Patient (i"") password
| Device

PB, - Patient (i”") Biometric
VSM - Virtual Smart Card

Server registration phase
Telecare Medical

Server (Tj)
Selects SI, - {sh}
<~ {RN,}
Stores {RN}}
Patient registration phase
Patient/User P
Selects a sensor SN — {PID, PP, PB;, SN} «<1{B,, C,, G,
Choose PID, PW biometric PB, h(), E, D

Compute Gen(PB)=(c ,0 )

Secure Channel —
Insecure Channel

—

Registration centre (R)

Generates a random number
RNU:h(RNJ-||h(a||b))
Stores {RNU, SIJ}

Registration centre (R)

B=h(PID||PP||PP;)
C=SN@h(alb)®h(R1]|]x)
G;=h(RIjx) & h PID||PP;;)
Stores {PIDi, A, C}

A

Step 1: The individual, denoted as P, exercises autonomy in selecting their Personal

Identification Number (PID;), and password (PP,;), and then provides their biometric

data (PB;) to the sensor.

Step 2: Next, P; employs the fuzzy extractor to calculate Gen(BM;) = (o, 8;). The indi-

vidual performs a computation to generate their password, denoted as PP;;=h(PP)||o}),

and then sends a registration request message, represented as {PID, PP;;, PB, SN}} to the

entity referred to as R.

Page 12 of 23
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Step 3: The computation of A4, in the R programming language involves the use of the
function /4, which takes as input the concatenation of PP;; and PB, as A;=h(PP,;||PB,).
P=(P,P,). Let P=(P,P,)) be the coordinates of a point. B; is calculated as B;=h(PI
D,||PP;||PB;), where PID,, PP,, and PB; are specific values. C; is computed as C;=SN;
@ h(a||b) ®h(RI||x), where SN, x, y, and R, are specific values. Similarly, G, is deter-
mined as G;=h(RI||x) ®h(PID,||PP;;). In conclusion, the system saves the variables
{PID,, A,, C} in the R storage for future reference and provides the patient with the
output S, accompanied by the parameters as follows {B;, C;, G, h(.), E;, D;}.

Step 4: Once the S has been acquired, the patient proceeds to put the parameters 6;
to the chip on the smart card. The set S is comprised of the following parameters: B,
C, G, h(.), E;, Dy, and 6.

Login phase
To access the remote healthcare server T}, the individual receiving care must do the steps
as follows:

Step 1: The individual proceeds to put their electronic card into the designated
card reader and proceeds to imprint their biometric PB; onto the corresponding
device. Additionally, the user provides their username (PB;) in conjunction with
their password (PP;). Next, we calculate as o;" =Rep(PB,6;). Then, we compute PP}
—I(PD,[[07), B h(PID,||PP4|PB).

Step 2: Next, a comparison is made between the calculated value of B} and the one
obtained parameter B,. In the event that the requirement is not met, S concludes the
login phase.

Alternatively, it proceeds to the subsequent stage.

Step 3: The smart card starts the generation of a random integer, denoted as n;, and
proceeds to compute A} = h(PP}||PB,).P(P, P,). The probability of event P, and P,
occurring simultaneously is denoted as P(P,, P)). Let M, represent the product of
n, and P, whereas M, represents the product of n,.The equation may be expressed
as follows in an academic manner: M; =n, B M,=n,Pub, M3=n, ® h(PID, ||C||A}
1 T.), My=h(PID; ||M||Af[|n||T,), Ms= Esnipyrn ) 1D |M5]|P)). The acquisition of
a registration ID is restricted to those who possess the necessary authorisation. Sub-
sequently, the notification {M,, Ms, C;, P} is forwarded to the authorisation centre
via the common accessed channel.

Authentication phase

Upon receiving the request to login from entities M,, Ms, C;, and T, both entity R and
server T} proceed to carry out a series of actions in order to successfully establish mutual
authentication among the server and the user requesting the service.

Step 1: The first step is the verification of the login information by calculating T,
which must be less than or equal to the value of threshold AT. If the condition is
satisfied, R performs the computations SNy=h(a||b) & C; & h(RI||x), Dsyinersjx
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)Ms)=(ID|||M;||P,), ni= M; @& h(PID; ||C||Ad|T,), Mi= ni.B, My=n;.Pub and
compares M} h(PID,||M7||A,||n}). If the condition is satisfied, then R computes
Ms=h(PID|||SL||MT|| R ||T}), My=Ey; (PID||M7||P,) and sends {Mg, My, T} to
the 7} through insecure channel.

Step 2: After receiving the authentication information message, 7; validates the time
stamp by checking whether T, — T less than or equal to AT. Whether the con-
dition is met, 7} proceeds to decrypt Dyzy; (M;)= (PID,||M]||P,) and checks M z
h(PID,||SL|| M7 1| Ry;| | TF). If the specified condition evaluates to true, a random num-
ber, denoted as 7,, is generated and then used to determine the value of S;, which is
assigned the value of n,. In the given expression, Pub, S, represents the concatena-
tion of the variables PID,, SL, and P, which are hashed using the function h(). SK is
equal to n,. M, denotes an unspecified value. S, is obtained by concatenating PID,,
SI, S}, and T and then hashing the result using the function k(). S, is the result of
encrypting the concatenation of PID;, P, §;, and S, using the Subsequently, T; trans-
mits the set {S,, Sy, T } to P, over an unsecured communication channel.

Step 3: Upon receipt of the communication from T}, P; proceeds to validate the time
stamp by ensuring that the difference between the updated time 7, and the orig-
inal time 7, is less than or equal to the specified time interval AT. If the condi-
tion is true, the value of D,(PID||P))(S,)= (5,||S,). Additionally, SK* is determined as
SK'=n..S,;, S5 h(PID/||SL||S,||SK'||T¢). Finally, the value of My=h(PID,||S,||SK'||T;;
) and sends {M, T} to the server for verification. P; then transmits the values {Mjg,
T’} onto the server’s memory for the purpose of verification.

Step 4: The T entity gets the inputs Mg and T, and proceeds to verify the condition
T * — T, < AT. If the verification is satisfied, then it checks the equation M 2 (P
ID,||S,||SK||T). Once the verification process is completed, successful session key
agreements and mutual authentication have been achieved between the patient’s
device and the server providing telecare service. Consequently, both parties are now
prepared for communication. Table 3 provides a concise overview of the login and
authorisation stages.

Password reset
During this particular stage, a valid patient (referred to as P,) has the ability to modify
their password by completing the subsequent procedures.

Step 1: The individual known as P; proceeds to place their identification card onto
a card reader, then enter their unique personal identification number (PID;) and
password (PP;) and imprint their biometric data (PBi). Next, the computation of o;*
=Rep(PB,0;), PP}, = h(PP,||0}*). Now, S verifies B’ h(PID,||PP}||PB,). In the event
that the requirement is not met, the smart card will reject the request for a password
update and terminate the connection. Alternatively, the patient is requested to input
a new password denoted as PP/".

Step 2: The symbol S is responsible for calculating the new value of PP’"=h(PP/*"
||o;). Finally, S replaces B; with B¢". Similarly, the value of B/*” =h(PID,||PP/"
||(PB,)) is determined using the function h with inputs Ultimately, the element S sub-
stitutes the element B; with a new element denoted as B7¢".
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Patient (Pi) Registration centre (R) Telecare server ( T]-)
Inputs PID, PR, PB,
S Computes a;,=Rep(PB,0;)
M;=n,.AM,=n,Pub, M;=n,® h(PID,
IGIAFIT.), M= h(PID, |IM;[|ATIn,IT,),
Ms= E(SN/Hh(RIHx) (/DrHMBHPy)
oM Sty =
Verify T,< = AT If True
SN¥=h(allb)® C h(RI||x),
Disnitnee
(Ms) = (ID|M5[P,).nf= M®
h(PID; ICIIAIIT,),
M= n¥ PMs=nPubM;Lh
(PID M 1A INT)
Iftrue, Mg= h(P/D,HSIJH/\/IT [l
RuHTr*)/ M,= E(RU) (P/D/HMT
)
{My, M, T} — insecure
channel
T—TF< AT
If satisfied

T# — T*< AT Ifsatisfied D,(PID|/P,)

(59 =(5I5), .

SK =n,.5,, S3Lh(PIDISHIS, ISK 2. 1553
=s, )
Mg=h(PID/||S,||SK'|[T¥)

My T —

{5354, T}

Degyy (M7) = (P/D/’HMTHPy) Mé'; h(PID|[S
HIMTNIRIT). If true, then generates a
random number n,

Sy=n,Pub, S,=h(PID/|SI||P,), SK=n,. M3,
Sy=h(PID| ‘5/1‘57H|T5*)/54 = Eh(PID/HPy)(S7”SZ)

Ti* — T**< AT Iftrue, then check ML
h(PID}||S,|ISK |7
Verified key for the session

Analysis of security measures
This section encompasses an examination of formal as well as informal security analysis
methodologies. The BAN logic framework was used to illustrate the process of mutual

authentication inside our system. Subsequently, we engaged in a discourse pertaining to

the informal security analysis of the suggested system.

A formal analysis of security measures

The BAN logic is employed to rigorously evaluate the accuracy of the two-way authen-
tication method implemented in our model. To apply BAN logic to the TMIS ECC
authentication scheme described, defined initial beliefs, messages exchanged, and the

BAN logic inference rules to the Telecare server registration phase are as follows:

Beliefs:

— Initially, the registration centre (R) believes {RN B SIj} (Step 2)
— Initially, the telecare server (Tj) believes its own identity S, (Step 1)

Page 15 of 23
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Messages exchanged:

— T;sends Sl to R (Step 1)
— Rsends RN; to §; (Step 2)

BAN logic inference rules:

Belief rule 1: If a principal P, believes a statement X, and P, receives a mes-
sage M containing X, then P, believes that the sender of M believes X.

Applying the BAN logic inference rules:

1. From Step 1: T} believes SL.
2. From Step 2: R generates RN; =h(R|lh(x]ly)) and sends {RNJ} to T;.

— T receives {RN)-} and believes that R believes {RNj}.
3. From Step 2: R stores {RN/, SIj}.
— R believes {RNj, SIj}.

By applying the belief rule, we can infer that T} believes R believes {RN;, SL}.

This paper presents a comprehensive examination and elucidation of the individual
stages involved in the Telecare server registrations phase, taking into account the dis-
tinct security prerequisites as well as assumptions of the architecture for TMIS ECC
authentication technique using BAN logic:

Step 1: The server autonomously determines its unique identifier, denoted as SI,
and transmits it to the enrollment centre through a secure communication chan-
nel.

Explanation: The Telecare server, denoted as T, selects its unique identifica-

tion SI; and securely transmits this information to the registration centre, denoted
as R. This stage is responsible for establishing the identity of the server.
Step 2: When a message is received, the R entity proceeds to produce a random
number denoted as RN;. Subsequently, it computes the value of RN; using the for-
mula RN,:h(RIlh(xHy)), wherein x and y represent the master keys provided by
the registration centre. Subsequently, the data {RN), SI} is stored in R and sent
{RN/.} to S through a secure communication channel for further use.

Explanation: The receiving component (RC) is in receipt of the message that
includes the identification (SI)) of the server. The algorithm produces a pseudo-ran-
dom number RN; by concatenating the value of R along with the hash that represents
the concatenation of variables x and y. The R stores the pair {RN,, SL} for future ref-
erence and sends the random number RN; to 7} through a secure channel. This step
establishes a shared random value between RC and 7 for further communication.

BAN logic inference:

1. T} believes SL.
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Explanation: Since T} selected SI, and sent it to R, T} believes in its own chosen
identity.
2. Tjreceives {RNj} from R and believes that R believes {RNj}.
Explanation: T; receives the random number RN; from R, indicating that R
believes in the existence of RN; and its association with the server. Therefore, T}
believes that R believes in the pair {RNj}.
3. Rstores {RN;, SIj} and believes {RN), SL}.
Explanation: R receives and stores the pair {RN;, SI}, indicating that R believes
in the existence of both RN; and SI; and their association with the server. There-
fore, R believes in the pair {RN/., SI]»}.
Based on the analysis conducted, it can be deduced that 7} has the belief that R
also holds the belief in {RNI., SIj}. The aforementioned study demonstrates that the
suggested approach is capable of achieving mutual authentication.

Analysis of informal security measures

The proposed model incorporates several security measures that can defend against
various types of attacks. Here are some potential attacks that the model can defend
against:

1. Unauthorised access: The model includes a patient (P;) who registers with the centre
(R) and receives authentication parameters. This helps prevent unauthorised users
from accessing the system.

2. Impersonation attacks: The use of biometric data (PB;) and password-based
authentication (PP;) helps to authenticate the patient during the login phase. This
defends against impersonation attacks where an attacker tries to pretend to be a
legitimate user.

3. Replay attacks: The registration and login phases involve the use of random num-
bers (RNjy, 13, ,) and timestamp verification. These measures protect against replay
attacks, where an attacker tries to intercept and gain unauthorised access.

4. Man-in-the-middle attacks: The proposed model uses secure channels for communi-
cation, such as a secure channel between the server (Tj) and the registration centre
(R). This helps protect against interception and modification of messages by attackers
attempting to impersonate one of the parties involved.

5. Password guessing attacks: The system employs password hashing (h) and combines
it with a patient-specific value (o,) during the registration phase and also allows legit-
imate users to change their passwords. This makes it computationally difficult for an
attacker to guess the patient’s password (PP,) based on the stored hash value.

6. Biometric spoofing attacks: The system incorporates biometric authentication using
the patient’s biometric data (PBi). By imprinting the biometric data at the sensor dur-
ing registration and login phases, the system can defend against spoofing attacks that
attempt to bypass biometric authentication.

Hence, our model is resistant and provides security against all these types of
attacks.
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Security requirement discussion

User anonymity

The user’s true identity is only revealed during the registration and authentication
phases. However, during the authentication process, the user only inputs his or her iden-
tification while logging in. Throughout the authentication procedure, HIDi safeguards

the user’s identity. As a result, our protocol ensures anonymity and untraceabilty.

Biometrics protection

The proposed approach secures biometric information during the authentication pro-
cedure. The use of hash functions and secure symmetric encryption algorithms ensures
the safeguarding of patients’ biometric information that is encoded inside sent messages.

3-Factor secrecy

The concept of secrecy encompasses three fundamental elements, namely a security
code, a smart card, and biometric data. Based on prior research, the essential factors for
initiating an attack to calculate the key to the session are denoted as Al and Pi. Permit A
to decide on any two out of the three criteria.

(1) Both a password along with a smart card have to be used for authentication. Even
in the event that individual A has knowledge of the password and possesses the
capability to extract the required parameters from SC, they are unable to ascertain
the values of A; and P, for any kind of attack.

(2) The topic of discussion pertains to the use of biometrics and passwords in the con-
text of authentication and security measures. In order for individual A to calculate
A,, it is necessary for them to possess both the password along with biometric data,
as well as have knowledge of A, and P, However, A, is stored on a smart card.

(3) The computation of A, = A, @ P, is not feasible without prior knowledge of the
relevant information on PW,; and ID,, even after the acquisition of the biometric as
well as smart card.

As a result, our technique provides three-factor confidentiality.

Performance evaluation
In this part, a comparative analysis is conducted to assess the communication cost and
computing cost of our work in relation to earlier related methodologies [8, 17, 24, 25].

According to the findings presented in Table 4, this system has been demonstrated to
possess a high level of security, effectively countering many well-documented assaults.
Furthermore, it fulfils a greater number of security criteria compared to other compara-
ble schemes mentioned in Fig. 3, as evidenced by previous studies [8, 17, 24, 25].

The proposed methodology prioritises the safeguarding of user privacy via the incor-
poration of electronic card as well as biometric authentication elements, as well as the
provision of user anonymity. These features are essential for the successful deployment
of e-health systems within the context of SIoT. The protection of user personal informa-
tion is of utmost importance, making it imperative to provide both user untraceability
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Table 4 Security features comparison with comparable scheme

Features concerning security Aminetal. Yangetal. Zhouetal. Sahooetal. Proposed
three-factor

scheme
Replay attacks Satisfies Satisfies Satisfies Satisfies Satisfies
DoS attacks Satisfies No Satisfies Satisfies Satisfies
Man-in-middle attack Satisfies Satisfies Satisfies Satisfies Satisfies
Impersonation attacks Satisfies Satisfies Satisfies Satisfies Satisfies
User anonymity No No Satisfies Satisfies Satisfies
Perfect forward secrecy Satisfies Satisfies No Satisfies Satisfies
Secure password update Satisfies No Satisfies Satisfies Satisfies
Biometrics protection - - - Satisfies Satisfies
Untraceability No No No No Satisfies
Mutual authentication Satisfies Satisfies Satisfies Satisfies Satisfies
Password guessing attacks No Satisfies Satisfies Satisfies Satisfies
- - - -
Communication Cost(in bits)
2656
5856

1
] Proposicd;errrne:factor 1596
mSahooet d. 2656
m Zhou et al 5856
mZ. Yang etal 3072
mAmNnet al 4448

Fig. 3 Communication cost (bits) comparison with comparable scheme

and anonymity. Nevertheless, the technique proposed by Amin [17] and the scheme pro-
posed by Yang et al. [24] do not fulfil the criteria of user anonymity and untraceability.
The approach proposed by Amin et al. [17] lacks the property of full forward secrecy
and is vulnerable to password-guessing attacks. The technique proposed by Zhou [25]
does not effectively provide comprehensive forward confidentiality and untraceability.
The approach proposed by Sahoo [8] does not guarantee user untraceability. Based on
the findings shown in Table 4, our proposed technique demonstrates superior security
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Table 5 Computational cost comparison with state-of-the-art approaches

Scheme User Registration centre (R) Trusted server (T) Total cost

Jiaetal S+ 2n + 148 4TH+2TL+1T8B 9TH+3TL+1TB 18TH+7TL+3TB
~1113ms

Amin et al. 9TH 10TH 4TH 23TH~ 1.1ms

Yang et al. 20TH 19TH 17TH 37TH ~ 1.34ms

Sahoo et al. 8TH+3TL+2TN 3TH+2TL+2TN ATH+2TL+2TN 15TH4+7TL+6TN =~
178.1ms

Proposed scheme  5TH+1TbH+2TN  2TH+ 1TbH 4 2TN 4TH+1TbH+6TN  11TH+3TbH+ 10TN ~
0.372ms

Computational Cost(in ms)

» 1500
2
& 1000
L¥ )}
v
» 500
E 0
Proposed liaeta Aminetal ZYangetal Szhooetdl
scheme
m Seriesl 0.372 1113 11 134 178.1

Fig. 4 Comparison of computational cost

characteristics and enhanced resistance against several established threats compared to
the methodologies proposed by Amin et al. [17], Yang et al. [24], Zhou et al. [25], and
Sahoo et al. [8].

Subsequently, we proceed to evaluate the computational expenditure of our proposed
methodology in contrast to existing methods [8, 17, 18, 24], as seen in Table 5. The fol-
lowing explanations provide several meanings of notations:

T\: The duration necessary for the execution of the symmetric key encryption/
decryption process.

T} Function for Hashing

T\: Multiplication of elliptic points as an operation

Tp: Bilinear pairing

Ty Biometric hashing function

Based on the data presented in Fig. 4 and Table 5, it can be observed that Amin’s
scheme has an overall execution time of 1.1 ms, Yang’s approach requires an overall exe-
cution period of 1.34 ms, Jia’s scheme has an overall execution time of 1113 ms, Sahoo’s
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approach exhibits an execution time of 178.1 ms, and the proposed approach demon-
strates an execution time of 0.372 ms. Despite the somewhat increased computing cost,
the proposed approach exhibits considerably enhanced security compared to currently
available similar techniques.

In our study, it is assumed that the function of hashing identity/password/ECC, and
encryption/decryption have lengths of 160 bits, 160 bits, and 128 bits, respectively. This
assumption is made for the purpose of analysing communicational costs. In addition, it
is worth noting that the randomly generated number/time stamp has a length of 32 bits.
Throughout the login phase with one another, the user transmits a message consisting
of My, Ms, C, and T, to the registration centre. This message needs a total of 608 bits,
calculated by summing the bit lengths of each component (160 bits for M,, 256 bits for
M, 160 bits for C,, and 32 bits for T,)). During the authentication stage, messages such
as {Mg, Mo, T}, {Ss, Sy T}, (Mg, T,**} need a total of 448 bits, 448 bits, and 192 bits,
respectively. The cumulative cost of these messages amounts to 1696 bits. Our proposed
method exhibits a reduced communication of up to 71.03% cost in comparison to other
schemes already in existence.

The suggested methodology incorporates fundamental security safeguards and dem-
onstrates resilience against a range of well-documented attack vectors. The scheme’s
cost-effectiveness in terms of computation and communication expenses suggests its
viability for practical implementation in many real-world applications. The implemen-
tation of BAN logic has been shown to effectively achieve safe authentication between
parties and session key consensus. The formal and informal analyses of our system dem-
onstrate its resilience against typical security threats.

Conclusions

By placing a high emphasis on security measures, healthcare organisations may effec-
tively safeguard patient data and guarantee the secure and dependable functioning of
the Telemedicine Information System (TMIS) connected with the Internet of Things
(IoT) in wellness settings. Three-factor dependent mutual authentication techniques
are considered to be the optimal option for e-healthcare applications within the con-
text of Social Internet of Things (IoT). The proposed methodology in this research
entails the use of an authentication system, including password, smart card, and bio-
metric authentication. This approach is shown to be notably more effective and robust
in terms of efficiency and security. The system employs a comprehensive methodology
that integrates both ECC and Hash techniques, hence guaranteeing the confidential-
ity and integrity of patient data. By using this authentication system, the preservation
of the user’s anonymity is ensured, and the user is granted the ability to modify their
password as required. The suggested approach underwent a comprehensive evaluation,
including both BAN logic along with informal security analysis. The results of this evalu-
ation indicate that the technique exhibits a high level of resistance against a wide range
of authentication assaults. In addition, our methodology demonstrates lower computa-
tional cost along with communication costs (of up to 71.03%) as compared to existing
validated approaches in the same domain. A potential weakness and limitation of our
model could be its vulnerability to device compromise and to address this limitation,



Arpitha et al. Journal of Engineering and Applied Science (2024) 71:8 Page 22 of 23

the model can be enhanced by integrating Hardware Security Modules (HSMs) into IoT
devices to securely store cryptographic keys and perform critical security operations.
Future research involves the development of an Intrusion Detection along with Moni-
toring system as well as an Identity Access Management system to regulate access to
both the TMIS and SIoT platforms.
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